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Abstract

Onlinereconfiguratiorprovidesa way to extendandre-

placeactive operatingsystencomponentsThisprovides
administratorsdevelopers applicationsandthe system
itself with awayto updatecode adapto changingwvork-

loads, pinpoint performanceproblems,and perform a
variety of othertasksall while the systemis running.
With genericsupporffor interpositionandhot-swapping,
a systemallows active componentgo be wrappedwith

additionalfunctionality or replacedwith a differentim-

plementationshathave the sameinterfaces.

This paperidentifiesfour supportmechanismsequired
by onlinereconfigurationlt describe®achmechanisns
implementationin the K42 operatingsystem,and how
they are combinedto implementinterpositionand hot-
swapping.It thenillustratessomedynamicperformance
enhancementchiezablewith K42'sonlinereconfigura-
tion including: adaptve algorithms,commoncaseopti-
mizations,andworkloadspecificspecializations.

1 Intr oduction

Operatingsystemsare big and complex. They are ex-
pectedto sene mary needsandwork well undermary
workloads.They aremeantto be portableandwork well
with varied hardware resources.As onewould expect,
this demandingsetof requirementss difficult to satisfy
As aresult,patchesypdatesandenhancementsrecom-
mon. In addition,tuningactiities (whetherautomatear
human-dwen) often involve dynamicallyaddingmoni-
toring capabilitiesand thenreconfiguringthe systemto
bettermatchthe specificenvironment.

Commonto all of theseactuitiesis aneedto modify sys-
tem softwareafterit hasbeendeployed. In somecases,
an approachof shuttingdown the system,updatingthe
software,andrestartingis sufficient. But, this approach
comeswith a costin systemavailability and (often) hu-
manadministratve time. Also, restartingthe systemto
add monitoringgenerallyclearsthe stateof the system.
This canrenderthe new monitoringcodeineffective un-

fCarngie Mellon University
fUniversity of Toronto
§1BM T. J. WatsonResearciCenter

Request

v

Response Profiler LRU

< <

(a) After profileris interposedroundthepagemanager

Request 2 <
—
Response LRU FIFO

(b) LRU pagemanagebeforehot-swapwith FIFO.

Request

Response FIFO

(c) After FIFO pagemanageits fully swapped.

Figure 1: Online reconfiguration. This figure shovs two onlinere-

configurationmechanismsinterpositionand hot-swapping. (a) shavs

an LRU pagemanagerand an interposedprofiler that can watch the

componens calls/returngo seehow it is performing. If it determines
thatperformances poor, it may decideto switch the existing compo-

nentfor another (b) shavs the LRU pagemanagemsit is aboutto be

swappedwith a FIFO pagemanager Oncethe swap is complete,as

shawn in (c), theLRU pagemanagercanbedeleted.

lesstheold stateof the systemcanbereproduced.

Online reconfigurationcan provide a useful foundation
for enhancemenof deployed operatingsystems. With
genericsupporthbuilt into an OS’s core, the activities
listed above could be more easily applied and more
widely usedwithout addingnew compleity to individ-
ual subsystemst-or example,patchesandupdatesould
be appliedto the running system,avoiding down-time
and associatediumaninvolvement. In addition, moni-
toring code could be dynamicallyaddedand removed,
gatheringsystemmeasurementwith lesscommon-case
overhead.



This paperdescribegyenericonline reconfiguratiorsup-
port andhow it hasbeenintegratedinto the core of the
K42 operatingsystem{27]. Figurel illustratestwo basic
mechanism$or onlinereconfigurationinterpositionand
hot-swapping.Interpositionwrapsanactive component,
extendingits functionality with wrappercodethat exe-
cutesbeforeandafter eachcall to the component.Hot-
swappingreplacesan active componentith a new im-
plementation.Both modify an active componentwhile
maintainingavailability of the componens functional-
ity. Combinedthesetwo mechanismgrovide substan-
tial capabilityfor onlinereconfiguration.

Interpositionandhot-swappingrequirefour capabilities.
First,thesystemmustbeableto identify andencapsulate
the codeanddatafor a swappablecomponent.Second,
the systemmustbe ableto quiescea swappablecompo-
nentsuchthatno externalreferenceareactively usingits
codeanddata.Third, the systemmustbeableto transfer
theinternalstateof aswappablecomponento areplace-
mentversionof thatcomponentFourth,thesystenmmust
be ableto modify all externalreferencegboth dataand
codepointers}o aswappablecomponentThesefour ca-
pabilities enableboth mechanisms Hot-swappingcon-
sistsof the four capabilitiesin sequence.Interposition
reliesmainly on thefourth capabilityto redirectexternal
referenceso theinterposedctode.

Our implementation®f hot-swappingandinterposition
arein the context of the K42 operatingsystem. K42's

object-orienteddesignprovidesa clearswappablecom-

ponentchoice: the objectinstance. The four require-
mentsfor interpositionandhot-swappingin K42 arehan-
dled asfollows. First, objectinstancesareidentifiable
and self-containedby design. Second,a threadgen-
erationcountand selectve threadblocking are usedto

achieve andidentify a quiescentstatefor an objectin-

stance.Third, a mechanisnfor dataformat negotiation
helpsdesigneref componenimplementationso reduce
the costof statetransfer Fourth, objectreferencesare
routedthrougha level of indirection, which canbe up-

datedto modify externalreferences.

These supportmechanismsalso contribute to K42 in

otherways.For example,anobject-orientediesigrieads
to cleanersystemstructureand more scalablemultipro-

cessoiperformanceAlso the threadgeneratiorcountis

usedto eliminate most componentexistencelocks. At

the sametime, noneof thesemechanismarespecificto

K42; mary existing systemshave one or more of these
mechanismén place,andthey could addthe remaining
functionalityto supportonlinereconfiguration.

To illustrate the value of online reconfigurationwe ex-
plore a numberof examplesof its usefor dynamicper
formancetuning within K42. For example,online re-

configurationallows cleancommon-caseptimization;a
17% improvementis measuredor dynamicallyswitch-
ing from anon-sharedmplementatiorto asharedmple-
mentationof file cachingonly whensharingis detected.
Similarly, swappingto specializedcachingpolicies for
small-file accessgives up to a 57% performanceim-
provement.Online reconfiguratioralsoallows dynamic
selectionfrom several objectimplementation$asedon
workload.For example,areplicatedpagemanagengives
upto a92%improvementon someworkloads but it suf-
fers a 7% performanceloss on others. Switching be-
tweenreplicatedandnon-replicatedmplementationsl-
lows the systento performwell in bothcases.

Therestof this paperis structuredasfollows. Section2
motivatesour focuson onlinereconfiguration Section3
discusseshe systemsupportrequiredfor online recon-
figuration. Section4 describesmplementationf in-
terpositionand hot-swappingin the K42 operatingsys-
tem. Section5 analyseghe performancecostsof hot-
swappingandinterpositionandexamplesof their usefor
dynamicperformanceuning. Section6 discussefiov
online reconfigurationcan be appliedto other systems
andopenissuef agenericschemeor onlinereconfig-
uration. Section? discusseselatedwork.

2 Why Online Reconfiguration

Therearea variety of reasondgor modifying a deployed
operatingsystem.The mostcommonexamplesarecom-
ponentupgradesparticularlypatcheghatfix discovered
security holes. Other examplesinclude dynamic mon-
itoring, system specializations,adaptve performance
enhancementsand integration of third-party modules.
Usually, whenthey are supporteddistinct mechanisms
areusedfor eachexample.

This sectionmakes a casefor integrating into system
software a genericinfrastructurefor extendingand re-
placingactive systemcomponentsFirst, it discussesvo
aspectof online reconfigurationinterpositionandhot-
swapping. Then,it discusse® numberof commonOS
improvementsand how interpositionand hot-swapping
cansimplify andenhanceheirimplementation.

2.1 Online reconfiguration

Oncein place,online reconfigurationsupportcan sim-
plify the dynamicupdatesandchangesvantedfor mary
classesof systemenhancement. Thus, a genericin-
frastructurecan avoid a collection of similar reconfig-
uration mechanisms. Two mechanismsthat provide
sucha genericinfrastructureare interpositionand hot-
swapping.



Interpositionwrapsan active componens interface,ex-

tendingits functionality. Interpositionwrapperamay be
specificto a particularcomponenbr genericenoughto

wrap ary component. For example, a genericwrap-

per might measurethe averagetime threadsspendin

a givencomponent.A component-specifiairapperfor

the fault handlermight countpagefaultsanddetermine
whensomethresholdof sequentiapagefaultshasbeen
reached.

Hot-swappingreplacesan active componentvith a new
componeninstancehatprovidesthe samenterfaceand
functionality. To maintainavailability andcorrectnessf
theserviceprovided,the new componenpicksupwhere
theold oneleft off. Any internalstatefrom theold com-
ponentis transferedo the new, andary externalrefer
encesarerelinked. Thus, hot-swappingallows compo-
nentreplacementvithout disruptingthe restof the sys-
tem.

2.2 Applying online reconfiguration

Interpositionandhot-swappingaregeneratoolsthatcan
provide afoundationfor dynamicOSimprovement.The
remainderof this sectiondiscussefiow somecommon
OSenhancementsiapontothem.

Patchesand updates As securityholes,bugs,andper
formanceanomaliesare identified and fixed, deployed
systemamust be repaired. With hot-swapping,a patch
canbeappliedto asystemimmediatelywithouttheneed
for down-time (scheduledor otherwise). This capabil-
ity avoidsatrade-of amongavailability andcorrectness,
security andbetterperformance.

Optimizing the commoncase For mary OSresources,
the commonaccesgatternis simpleandcanbe imple-
mentedefficiently. However, supportingall of the com-
plex, uncommoncasesoften makesthe implementation
expensvye. To handlethesecasesa systemwith online
reconfiguratiorcanhot-swap betweera componenspe-
cializedfor the commoncaseandthe standardcompo-
nentthathandlesall cases.Anotherway of gettingthis
behaior is with aniF statemenatthetop of acomponent
with both implementations. A hot-swapping approach
separateshe two implementationssimplifying testing
by reducinginternal statesand increasingperformance
by reducingnegative cachesffectsof theuncommorcase
code[35]. Section5.3.2evaluatesthe useof onlinere-
configuratiorto optimizeexclusive accesso afile, while
still supportingfull sharingsemanticsvhennecessary

Adaptive algorithms: For mary OS resourcesdiffer-
ent algorithmsperform betteror worse under different
conditions. Adaptive algorithmsare designedto com-
bine the bestattributesof differentalgorithmsby mon-

itoring when a particularalgorithm would be bestand
usingthecorrectalgorithmatthecorrecttime. Usingon-
line reconfigurationdeveloperscancreateadaptie algo-
rithmsin amodularfashion,usingseveral separateom-
ponents.Eachindependenalgorithm canbe developed
asaseparateomponenthot-swappedn whenappropri-
ate. Also, interposedcodecan performthe monitoring,
allowing easyupgradesand paying performancepenal-
tiesonly during sampling.Section5.3.4 evaluatesusing
online reconfiguratiorto provide adaptie pagereplace-
ment.

Dynamic monitoring : Instrumentatiomgivesdevelopers
andadministratorsisefulinformationin the faceof sys-
temanomaliesput introducesoverheadshatareunnec-
essanduringnormaloperation.To reducethisoverhead,
systemsprovide “dynamic” monitoring using knobsto

turn instrumentationon and off. Interpositionallows

monitoring and profiling instrumentationto be added
whenandwhereit is neededandremosedwhenunnec-
essary In additionto reducingoverheadin normal op-

eration,interpositionremovesthe needfor developerso

guesswhereprobeswould be usefulaheacdbf time. Fur-

ther, mary probesaregeneric(e.g.,timing eachfunction

call, countingthe numberof parallelrequestgo a com-

ponent).Suchprobescanbeimplementednce avoiding

codereplicationacrosscomponents.

Application-specific optimizations: Application spe-
cializationsareawell known way of improving a partic-
ular applications performancédasedon knowledgeonly
held by the application[15, 17, 19, 46]. Using online
reconfiguration,an applicationcan provide a new spe-
cialized componentand swap it with the existing com-
ponentimplementation.This allows applicationsto op-
timize any componentin the systemwithout requiring
systemdevelopersto addexplicit hooksto replaceeach
one.

Third-party modules An increasinglycommonform

of online reconfigurationis loadablekernel modules.
Particularly with open-sourcé®Ses suchasLinux, it is

commonto download modulesfrom the web to provide
functionality for specializedhardware components.In

the caseof Linux, the moduleconceptalsohasa busi-
nesshenefitbecausadynamicallyloadedmoduleis not
affectedby the GNU PublicLicense.As businessepro-
ducevalue-addingkernel modules(suchas “hardened”
securitymodules[24, 41]), the Linux moduleinterface
may evolve from its initial focus on supportingdevice
driverstowardproviding ageneralAPI for hot-swapping
of codein Linux. The mechanismslescribedn this pa-
perarea naturalendpointof this evolution, andthetran-
sition hasbegun; we have worked with Linux develop-
ersto implementa kernelmoduleremoval schemausing
guiescencé3?2].



2.3 Summary

Onlinereconfigurations apowerfultool thatcanprovide
a numberof useful benefitsto developers,administra-
tors, applicationsandthe systemitself. Eachindividual

examplecan be implementedn otherways. However,

genericsupportfor interpositionand hot-swappingcan
supporthemall with asingleinfrastructure By integrat-
ing this infrastructureanto the coreof an OS, onemakes
it muchmoreamenabléo subsequernthange.

3 How Online Reconfiguration

Online reconfigurationhas four requirements. First,
componentsnust have well-definedboundarieqi.e., a
componenshouldhave well-definedinterfacesthat en-
capsulatets functionality anddata). Secondjt mustbe
possibleto force an active componentnto a quiescent
statelong enoughto completestatetransfer Third, there
mustbe a way to transferthe stateof an existing com-
ponentto a nev componentnstance.Fourth,it mustbe
possibleto updateexternalreferenceso acomponent.

3.1 Componentboundaries

Eachsystemcomponentmust be self-containedwith a
well-definedinterface and functionality. Without clear
componenboundariesit is not possibleto be surethat
a componenis completelyinterposedor swapped. For

example,an interposedwrapperthat countsactive calls
within a componentvould not notice calls to unknown

interfaces.Similarly, any componenthatstoresits state
externally cannotbe safely swapped sinceary untrans-
ferredexternaldatawould likely leadto improperor un-

predictablebehaior.

Achieving clear componentboundariesrequiressome
programmingdisciplineand codemodularity Usingan
object-orientedanguagecanhelp. Componentxanbe
implementedasobjects,encapsulatingunctionality and
databehinda well-definedinterface. Objectboundaries
help prevent confusingcodeand datasharing,often re-
sulting in cleanercomponentsanda more maintainable
codebase However, regardlesof thesebenefitsany so-
lution relieson developerdiligenceandastrictadherence
to the programmingdiscipline.

3.2 Quiescence

Before a componentcan be swapped,the systemmust
ensurethatall active useof the stateof the component
has concluded. Without such quiescenceactive calls
could changestatewhile it is being transferedcausing
unpredictablébehavior. Quiescenceanbe achieved by

blocking incoming calls to the componentand waiting
for active callsto complete.Onceno morecalls areac-
tive within the old componentstatecanbe safelytrans-
feredto the new component.Blocked calls canthenbe
unblockedandprocessedy the new component.

Oneway to achieve quiescencés throughthe useof a
readerwriter lock aroundthe component. Eachenter
ing call grabsaread-lockon the component.To achiere
quiescencethe systemasksfor awrite lock onthecom-
ponent. This blocksall new incomingcalls (sincethey
requirethe lock to proceed)andalsowaits until all ex-
isting callscomplete(sincethe write-lock is exclusive).

This naive approachhas three dravbacks. First, the
systemmust pay an overheadon eachcomponentcall

to acquireand later releasethe componentiock. Sec-
ond, placing a lock aroundeachcomponenimalkesthe
componentimplementationmore difficult; mishandling
lock releasesould easily lead to a deadlocksituation.
Third, the lock implementatiormustbe ableto support
recursve calls, sincea recursve caller inside a compo-
nentpendingdeletecould createdeadlock.To dealwith

theseproblems,we proposea threadgenerationcount,
describedn Section4.

3.3 Statetransfer

Statetransfersynchronizeshe stateof anew component
instancawith thatof anexistingcomponentTo complete
asuccessfustatetransferall of theinformationrequired
for propercomponentfunctionality must be packaged,
transfered,and unpackaged.This requiresthat the old
and new componentagreeuponboth a packageformat
andatransfermechanism.

Thereis not likely to be a single “catch-all” solution;
both the datasetand datausagecanvary from compo-
nentto component.Instead thereis likely to be a vari-
ety of packagingandtransfermechanismsuitedto each
componentWhile it is impossibleto predictwhatall of
thesemechanismsvill be, therearelikely to be a few
commonones. For example, an upgradedcomponent
is likely to understandhe existing componenin detail.
Transferringa referenceo the old componenshouldbe
sufficientfor thenew componento extractthenecessary
State.

Given that no single mechanismexists for statetrans-
fer, thesystemcanstill provide two supportmechanisms
to simplify its implementation.First, the hot-swapping
mechanismshould provide a negotiation protocol that
helpscomponentslecideuponthe mostefficienttransfer
mechanismainderstoodby both. Second,components
that sharea commoninterfaceand functionality should
understandat the least)a single,canonicaldataformat.



By ensuringthis, componentdevelopersneedonly im-
plementtwo statetransferfunctionsto have a working
implementationto andfrom the canonicaform.

3.4 External references

Whenever acomponents interposedr hot-swappedijts
externalinterfaceis handledby a new pieceof code(the
wrapperfor interposition,the nev componentfor hot-
swapping).Becausall callsmustberoutedthroughthis
new code,all externalreferenceso the original compo-
nentmustbe updated.

Indirectionandreferencdrackingaretwo commornways
to handlethis. With all referencegointing to an indi-
rectionpointer, the systemdoesnot needto know about
eachindividual reference.To updateall externalrefer
ences the systemonly needsto updatethe single indi-
rectionpointer Thisis spaceandperformanceefficient,
with smallconstanbverheadbercomponentReference
counting,asis usedin garbagecollection[5, 11, 22], can
bemuchmoreexpensve,growing linearly with thenum-
berof componenteferencesWheneeranew reference
toacomponents createdit is trackedby thesystem.If a
componentnterfacechangesthenall trackedreferences
canbefoundandupdated.

3.5 Other issues

Thefocusof thiswork is onthe mechanic®f onlinere-
configuration.Thereare,of coursejssuesof safetyand
securityinvolved with decidingwhich reconfigurations
to allow [36] andcontainingsuspecextensiong43, 45].
Otherresearcherandpractitionershave providedanum-
berof viablesolutionsto theseproblems althoughmary
ervironments‘address”theseissueshby trustingthe ad-
ministratorto choosedynamicallyaddedcodewisely.

4 Implementation

This sectiondescribehow we integratedonline recon-
figurationinto the K42 operatingsystem. It overviews
K42, describeswhich featureswe use, and detailsthe
implementation®f interpositionandhot-swapping.

4.1 K42

K42 is an open-sourceesearchOS for cache-coherent
64-bitmultiprocessosystemslt usesanobject-oriented
designto achieve good performance,scalability cus-
tomizability, and maintainability K42 fully supports
the Linux APl andABI andusesLinux libraries,device
drivers, file systemsand other code without modifica-
tion. The systemis fully functionalfor 64-bit applica-

tions, and can run codesrangingfrom scientific appli-
cationsto complex benchmarks$ike SDET to significant
subsystemgke Apache.

In K42, eachvirtual resourceinstance(e.g., a partic-

ular file, openfile instance,memoryregion) is imple-

mentedby combining a set of (C++) object instances
we call building blocks[3]. Eachbuilding block im-

plementsa particular abstractionor policy and might

1) managesomepart of the virtual resource,2) man-
age someof the physicalresourcesackingthe virtual

resourceor 3) managethe flow of control throughthe

building blocks. For example,thereis no global page
cachein K42; insteadfor eachfile, thereis anindepen-
dentobjectthatcachegheblocksof thatfile.

While we believe thatonlinereconfigurations usefulin
generabystemstheobject-orienteghatureof K42 makes
it a particularlygoodplatformfor exploring fine-grained
hot-swappingandinterposition.

4.2 Support mechanisms

The four requirement®f online reconfiguratiorare ad-
dressedhsfollows.

Component boundaries K42's building block ap-

proachnaturally mapseachsystemcomponentonto a

C++ languageobject, and enforcesthat the externalin-

terfaceto the objectis publishedusing the C++ virtual

function table. Sinceall externally available calls are
virtual, they areindirectedthrougha single perinstance
table. To ensurethat this tableis in a well-known loca-

tion within eachobject,all componentén thesystemare
inheritedfrom asingle,baseobject. Thisenforceghere-

quiredcomponenboundariesvithout significantburden
ondevelopers.

Quiescence To achieve a quiescentstate, K42 makes
useof athreadgenemtion count The generationcount
is usedto track the lifetime of threadswithin the sys-
tem. Everythreadremembershevalueof thegeneration
countwhenit wascreated.The systemkeepsa countof
the numberof threadsthat are active within any gener
ation. By increasingthe generatiorcount,a component
canwatchthe counterdor previousgeneration$o detect
whenall of theirthreadshave expired. For example,one
way to achiese quiescencén anobjectusingthe gener
ation countis to increasethe generationrcountandthen
blockall new threadghatcall thatobject. Onceall of the
threadscreatedn previousgenerationfiave expired, the
objectis guaranteedo bein a quiescenstate. This ap-
proachhasthe advantagehatthereis no overheadn the
commoncase,unlike a locking solution, which would
pay an overheadfor eachcall to the component.How-
ever, it partially relies on systemthreadsbeing short-



lived(whichis thecasein K42).

Statetransfer: To assiststatetransfer K42's onlinere-

configuratiormechanisnprovidesatransferneggotiation
protocol For eachsetof functionally compatiblecom-
ponents,theremustbe a set of statetransferprotocols
thatform theunionof all possiblestatetransfersdetween
thesecomponentsFor eachcomponentthe developers
mustcreateaprioritizedlist of thestatetransferprotocols
thatit supportsFor example,it maybebestto passnter-

nal structuredy memaoryreferenceratherthancopying

the entirestructure:however, bothcomponentsustun-

derstandhesamestructureor thisto bepossible Before
initiating a hot-swap, K42 requestghesetwo lists from

the old and new componentinstances.After determin-
ing the mostdesirableformat basedon the two lists, it

requestghe correctpackageformat from the old com-
ponentand passest to the new component. Oncethe
new componentasunpackagedhe data,the transferis

complete.

External references K42 usesits objecttranslationta-
ble to provide alayerof indirectionfor accessingystem
componentsWhenan objectinstances createdanen-
try for it is createdin the objecttranslationtable, and
all externalcallsto thecomponenaremadethroughthis
reference.K42 canperforma hot-swap or interposition
on this componenby updatingits entryin thetable. Al-
thoughthis incursanextra pointerdereferencg@ercom-
ponentcall, the objecttranslationtablehasotherbenefits
(e.g.,improvedscalability[18]) that outweighthis over-
head.

4.3 Online adaptation

Theremaindeof this sectiondescribehow K42 utilizes
thefour systemsupportfeaturesdescribedabove to pro-
vide interpositionandhot-swapping.

4.3.1 Inter position

Object interpositioninterposesadditional functionality
aroundall function calls to an existing objectinstance.
We partition interposedunctionality into two pieces:a
genericinterposerandawrapperobject

The first step by the generic interposeris to replace
the original objectin the objecttranslationtable with a
pointerto itself. All subsequentalls now go through
the interposey requiring thatit provide transparentall
forwardingto the componenbehindit.

To handlearbitrary object interfaces,K42's interposer
leverageshe fact that every external call goesthrough
avirtual function table. Oncethe genericinterposere-
placesthe original objectin the objecttranslationtable,
all calls go throughthe interposers virtual function ta-

ble. The interposeroverloadsthe method pointersin

its virtual function tableto point at a single interposi-
tion method forcing all externalcallsthroughthis func-

tion. Theinterpositionmethodhandlescallsto thewrap-

per objects methodsaswell as calling the appropriate
methodof the original component.

To handlearbitrarycall parameterandreturnvaluesthe
interposemethodmustensurehatall registerandstack
stateis left untouchedeforethe call is forwardedto the
original component. At oddswith this requirementis

the needto storeinformationnormally kepton the stack
(e.g.,theoriginal returnaddresslocal variables).To re-

solve this conflict, the interposerallocatesspacefor any

requiredinformationontheheapandkeepsapointerto it

in acallee-saedregister Thisregistersvalueis guaran-
teedto be presered acrossfunction calls; whencontrol

is returnedto theinterposerit canretrieve ary savedin-

formation. Theinformationsaredin theheapspacenust
include both the original return addressand the origi-

nal value of the callee-saed register being used,since
it mustbe sared by the calleefor the original caller.

The wrapperobjectis a standardC++ objectwith two

calls: PRECALL andPOSTCALL. As onemight suspect,
the former is called before the original objects func-

tion, andthe latteris calledafter. In thesecalls,awrap-
percanmaintainstateabouteachfunction call thatis in

flight, collectstatisticalinformation,modify call param-
etersandreturnvalues,andsoon.

Thedivision of labor betweerthe genericinterposeand
thewrapperobjectwaschoserbecauseheinterposition
methodcan not make calls to the genericinterposers

virtual function table. If the wrapperand interposer
were combined(using a parentinterposer and inherit-

ing for eachspecificcase)thentheinterpositionmethod
would have to locate the correctPRECALL and POST-

cALL from the genericinterposers internal interfaces.
Unfortunately this is difficult, sincethey would be in

compilerspecifiedlocationsthat cannotbe determined
at run-time. By separatinghe wrapper we can avoid

specializingthe interpositionmethodfor eachwrapper

sincethe PRECALL andPOSTCALL canbelocatedusing
thewrappersvirtual functiontable.

Figure 2 shavs objectinterpositionstep-by-step. Fig-
ure2ais theinitial stateof the callerandcomponentTo
performthe interposition,instancesf the genericinter-
poserandthewrapperobjectarecreated.Theinterposer
keepsa pointerto the original objectandreplacests en-
try in the objecttranslationtablewith a pointerto itself.
Figure 2b shaws the stateof the caller and component
aftertheobjecttranslationtableis updated At this point,
all functioncallsto thecomponenarenow sentto thein-
terposerWhentheinterposerecevesanincomingcall,
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FigureZ: Componentinterposition. This figure shavs the stepsof componentnterposition.(a) shovs how callersaccessEomponentshrough

the objecttranslationtable. In this casecalls from the caller lookup the componenin the objecttranslationtable, and thencall the component
basedon thatindirection. (b) shavs aninterposeccomponent.In this case the caller’s indirection pointsthe call at the genericinterposer The

interposethenmalesthreecalls, first to thewrappers PRECALL, thenthe original componentall, thenthewrappers POSTCALL.

it calls the wrappers PRECALL, then calls the original
objects function, then calls the wrappers POSTCALL,
andfinally, returnsto the original caller. Although not
shawvn in Figure 2, the original function’s call and the
POSTCALL may be skippeddependingupon the return
valueof the PRECALL.

To detachan interposedwvrapper the correspondingn-
terposenbjectsimplyreplacests objecttranslatiortable
entrywith a pointerto the original object. Oncethe ob-
jecttranslatiortableis updatedall incomingcallswill be
sentdirectly to the original object. Garbagecollectionof
theinterposeandwrappercanhapperout-of-bandpnce
they quiesce.

4.3.2 Hot-swapping

K42's object hot-swappingmechanismnbuilds on inter-

position. Thefirst stepof hot-swappingfrom the current
objectinstance(X) to a new objectinstancgY) is to in-

terposeX with amediator Beforethemediatorcanswap

objects,it mustensurethatthereareno in-flight callsto

X (i.e.,thecomponenmustbein a quiescenstate). To

getto this state the mediatorgoesthroughathreephase
processforward,block, andtransfer

In the forward phase,the mediatortracks all threads
making calls to the componentand forwardseachcall
on to the original component.This phasecontinuesun-
til it is certainthat all calls startedbeforecall tracking
beganhave completed.To detectthis, K42 relieson the
generatiorcount. Whenthe forward phasebegins, a re-
guestto increasdhegeneratiorcountis made.Oncethe
generationis advanced,all threadsfrom the newv gen-

erationaretracked. All otherthreadsin the systemare
known to have completedonceall of the earliergenera-
tion countersarezero,at which point the forward phase
completes.

Figure3aillustratesthe forward phase Whenthe medi-

atoris interposedtheremayalreadybecallsin progress;
in this example thereis onesuchcall markedas?. First

the generationcountis advanced,after which the new

callsa, b, andc aretracked by the mediator The next

phasemaybegin oncepreviousgenerationgomplete.

The mediatorbegins the blocked phaseonceall callsin
the componentare tracked. In this phase,the media-
tor temporarilyblocksall nenv incoming calls, while it
waits for the callsit hasbeentrackingto complete. An
exception must be madefor incoming recursve calls,
sinceblockingthemwould createdeadlock.Onceall the
tracked calls have completedthe components in a qui-
escenstate andthe statetransfercanbegin.

Figure 3b illustratesthe blocked phase. In this case,
threadb is in progress,and must completebefore the
phasecan complete. New calls d and e are blocked;
however, becauseblocking b during its recursve call
would createdeadlockit is allowedto continue.

Becausethe blocked phaseis the only phasewhere
threadsareunableto make forwardprogressit is impor-
tantto make this phaseasshortaspossible.Althougha
simplerimplementatiorcouldremove theforwardphase
(blocking new calls immediatelyandwaiting for previ-
ousgenerationgo complete),waiting for all threadsin
the systemto expire may take too long. Dueto K42's
event driven model, thread lifetimes are known to be
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Figure 3: Componenthot-swapping This figure shavs the threephasesf hot-svapping: forward, block, andtransfer In the forward phase,
new callsaretraclked andforwardedwhile the systemwaits for untracled callsto complete.Although this phasemustwait for all old threadsn
the systemto complete all threadsareallowed to malke forward progressin the block phasenew calls areblocked while the systemwaitsfor the
tracked callsto complete By blockingonly tracked callsinto thecomponentthis phaseminimizestheblockingtime. In thetransferphaseall calls
to the componenhave beenblocked, andstatetransfercantake place. Oncethe transferis complete the blocked threadscanproceedo the new

componenandthe old componentanbegarbagecollected.

short. However, this may not be the casein othersys-
tems,andwith the separatiorof the forward and block
phasesthe durationof the blocked phases only depen-
dentuponthelifetime of active threadsn thecomponent.

Onetradeof of K42'seventmodelis thatcrossprocessor
andcrossaddresspacecallsaredonewith new threads.
This meanghata cyclic externalcall chaincould result

in deadlock(sincethe recursionwould not be caught).
Although developersshould be careful never to create
thesesituations,the hot-swappingmechanisnprevents
deadlockin thesesituationswith a timeout and retry

mechanism. If this timeoutis triggeredenoughtimes,

the hot-swapwill returnafailure.

After the componenthasentereda quiescentstate,the
mediatorbegins the transfer phase. In this phase,the
mediatomperformsstatetransferbetweertheold andnew
componentsiipdateghe objecttranslatiortableentryto
point at the new component,and then allows blocked
callsto continueto thenew componentEachsetof func-
tionally compatiblecomponentsharea setof up to 64
statetransferprotocols. Acceptableprotocolsare spec-
ified usinga bit vectorthatis returnedfrom eachcom-
ponent. The intersectionof thesevectorsgivesthe list
of potentialprotocols.The mediatordetermineghe best
commonformat by requestinghe protocolvectorfrom
eachcomponentandthenchoosingthe protocol corre-
spondingo thehighestcommonbit in thevector Oncea
protocolis decidedupon,themediatorretrievesthepack-
agedstatefrom the original componentand passest to
thenew component.

Figure 3c illustratesthe transferphase. Once the old
components quiescentall stateis transferedo the new
componentOncetheunpackagingompletesthreadd,
e, andf areunblockedandsentto the new component.
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At this point, the mediatormay be detachedandthe old
componentestryed.

4.4 Multipr ocessolissues

More and more, modern operatingsystemsare inter-

estedin scalingto performwell in a multiprocessoset-

ting. Making online reconfigurationefficient for repli-

catedcomponent$iasseveralcomplicationsnot yet dis-

cussedAchieving globalquiescencén amultiprocessor
systencantakelonger;it is preferabldo do swappingon

aperprocessobasis,allowing quiescencéo bereached
independentlyon eachprocessar Additionally, cross-
processodeadlockmustbe consideredA global object
translationtablewill causemary crossprocessomem-

ory references;if possiblethe object translationtable
shouldbe replicatedacrossprocessomemory Finally,

to reducedurationof blocking, statetransfershouldpro-

ceedin parallel. K42's implementatiorof onlinerecon-
figurationtakes careto addresgheseissues,andscales
well to mary processorsasour resultswill show.

4.5 Summary

Our solution handlescall interceptionand mediation
transparentlyo clientswith externalinterfacesandsep-
arateghe complexities of swap-time,in-flight call track-
ing anddeadlockavoidancefrom theimplementatiorof
the componenitself. With the exceptionof component
statetransfertheonlinereconfiguratiorprocessloesnot
requiresupporfrom thecomponentsimplifying thecre-
ationof componentshatwishto take advantageof inter-
positionor hot-swapping.



5 Evaluation

In this sectionwe evaluateK42's onlinereconfiguration.
Our evaluationcomesn two parts.First, we quantifythe
basicoverheadsand latenciesof interpositionand hot-
swapping.Secondwe illustratethe useof onlinerecon-
figuration for dynamic performanceenhancemenivith
severalconcreteaxamples.

5.1 Experimental setup

The experimentswere run on two different machines.
Both of themwere RS/6000I1BM PowverPCbus-based
cache-coheremultiprocessorsOnewasan S85Enter
prise Sener with 24 600MHZ RS64-1V processorand
16GB of main memory The otherwasa 270 Worksta-
tion with 4 375MHZ Power3 processoraind512MB of
mainmemory Unlessotherwisespecified all resultsare
from the S85EnterpriseSener.

Throughoutthe evaluation,we usetwo separatédench-
marks:PostmarkandSDET.

Postmark wasdesignedo modelacombinationof elec-
tronic mail, netnavs, andweb-basedommercdransac-
tions[28]. It createsalarge numberof small,randomly-
sizedfiles and performsa specifiednumberof transac-
tions on them. Eachtransactiorconsistsof a randomly
chosenpairing of file creationor deletionwith file read
or append. All randombiasesthe numberof files and
transactionsandthefile sizerangecanbe specifiedvia

parametesettings.Unlessotherwisespecified we used
1000files, 10,000transactionsfile sizesrangingfrom

128Bto 8KB, andevenbiases.

SDET executesone or more scriptsof usercommands
designedo emulatea typical software-deelopmenten-
vironment(e.g., editing, compiling, and various UNIX
utilities). Thescriptsaregeneratedrom apredetermined
mix of commands, and are all executedconcurrently
It makes extensve useof the file systemand memory-
managemergubsystemsanakingit usefulfor scalability
benchmarking.Throughoutthis sectionwe will referto
an “N-way SDET” which describegunningN concur
rentscriptson amachineconfiguredwith N processors.

5.2 Basicoverheads

During normaloperationthe only overheadf onlinere-
configurationis the indirection usedto updateexternal
referencesin K42, thisis doneusingthe objecttransla-
tion table,which resultsin a single pointer dereference

1We do not run the compile, assemblyand link phasesof SDET,
since, at the time of this paper gcc executingon a 64-bit platform is
unableto generateorrect64-bit PaverPCcode

| Operation | pseconds |
Attach 17.84(0.16)
Componentall | 1.40(0.02)
Detach 4.23(0.49)

Table 1: Interposer overhead. Therearethreecostsof interposi-
tion: attach,call, and detach. Attaching the interposerinvolves ini-

tializing theinterposermandwrapperandupdatingthe objecttranslation
table.Callsto thecomponeninvolve two additionalmethodcallsto the
wrapperobjectandaheapallocation.Detachingheinterposeonly in-

volvesupdatingthe objecttranslatiortable,makingits foregroundcost
zero; however, ary processwaiting for the detachmustpay the small
overheadf destrging the objects.Theaveragecostof eachoperation
is listedin clockticks alongwith its standarddeviation.

on every externalcomponentall. As we discussn Sec-
tion 6.1,K42 alreadypaysthis costto improve multipro-

cessoiperformanceTheremaindeiof the overheadsor

online reconfigurationare from the specificimplemen-
tationsof interpositionand hot-swapping. Theseover

headsveremeasurean the 270 Workstation.

Inter position: Therearethreeperformanceostsfor in-

terposition: attachingthe wrapper calling throughthe
wrapper(asopposedo instrumentinghe componendi-

rectly), and detachingthe wrapper To measurethese
costs, we attached,called through, and detachedan
empty wrapper100,000times, calculatingthe average
time for eachof the three operations. Sincethe empty
wrapperperformsno operationgsimply returningfrom

thePRECALL andPOSTCALL), all of thecall overheads

dueto interposition.

Tablel list thecostsof interposition.Attachingtheinter-
poseris themostexpensie operationjnvolving memory
allocationandobjectinitialization; however, at no point
during the attachareincomingcalls blocked. Although
detachingthe interposeronly requiresupdatingthe ob-
jecttranslationtable,the teardavn of theinterposerand
wrapperis listedasanoverheador the procesgperform-
ing the detach. One simple optimizationto component
callsis to skip the PosTcALL whenerer possible. Do-
ing so removesthe expensve memoryallocation,since
no statewould be keptacrossheforwardedcall (control
canbereturneddirectly to the original caller).

Hot-swapping: K42's file cache manaer objects
(FCMs) track in-core pagesfor individual files in the
system.To determinethe expectedperformanceof hot-
swapping, we perform a “null” hot-swap of an FCM
(swappingit with itself) at points of high systemcon-
tentionwhile runninga 4-way SDET. Contentionis de-
tectedby mary threadsaccessingan FCM concurrently
Although high systemcontentionis the worst time to
swap (sincethreadsare likely to block, increasingthe
durationof the mediationphases)it is importantto un-
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Figure4: Null swap. This figure presentsa histogramshawing the
costof performinga null-swap at contendedointsin the system.For
eachbin, thereis acountof thenumberof swapswith completiontimes
thatfell within thatbin. On averageaswaptook27.57usto complete,
andno swaptook longerthan132.64us.

derstandhis sortof “worst-case’swappingscenario.

During a singlerun of 4-way SDET the systemdetected
424 pointsof high contention.The averagetime to per
form a hot-swap at thesepoints was 27.57 us with a
19.78 us standarddeviation, a 1.06 s minimum and a
132.64 s maximum. Additionally, the throughputof
SDETwhile performingnull hot-swapsandthethrough-
putof anormalSDET run werewithin a standardievia-
tion. Hot-swappingwhile the systemis not undercon-
tention is more efficient, since the forward and block
phasesare shorter Performingrandomnull hot-swaps
throughouta 4-way SDET run gave anaveragehot-swap
time of 10.75us.

5.3 Reconfigurationfor performance

This section evaluatesfour adaptve performanceen-
hancementseachimplementedusing online reconfigu-
ration.

5.3.1 Singlev. Replicated

This experimentusesonline reconfiguratiorto hot-swap
betweerdifferentcomponenimplementationsor differ-
ent workloads. We usetwo FCM implementationsa
single FCM designedor uncontendedise,anda repli-
cated FCM designedto scalewell with the numberof
processors.Although a single FCM useslessmemory

it must pay a performancepenaltyfor cross-processor
accessesA replicatedFCM createsinstanceson each
processomhereit is accessedput at the costof using
additionalmemory

Figure5 shavsthe performancef eachFCM underboth
Postmarkusing10,000files,50,000transactionandfile
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N
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=
3]
T

[
T
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Performace (normalized to Single)

Postmark 4-way SDET

Figure5: Singlev. Replicated. This figure shavs two different
FCM implementationsun underdifferentworkloads.In postmarkthe
single-acces§CM performsbetterbecauset haslessmemoryover
headduring the creationand deletionof files. Corversely the repli-
catedFCM performsbetterunder4-way SDET becauseét scaleswell
to multiple processors.

sizesrangingfrom 512B to 16KB) and 24-way SDET.

BecausePostmarkis a single applicationthat actson a

large numberof temporaryfiles, the overheadof doing

additionalmemoryallocationsfor eachfile with a repli-

catedFCM causesa 7% drop in performance.On the

otherhand,usingthe replicated=CM in the concurrent
SDET benchmarlgivesperformancemprovementshat
scalefrom 8% on a 4-way SDET to 101%on a 24-way

SDET. A replicatedFCM helpsSDET becausesachof

thescriptsrun on separatg@rocessordyut they sharepart
of theirworking set.

K42 detectsvhenmultiple threadsareaccessing single
file andhot-swapsbetweenFCM implementationsvhen
appropriate Usingthis approachK42 achieesthe best
performancainderbothworkloads.

5.3.2 Exclusivev. Shared

This experimentusesonline reconfiguratiorto swap be-

tweenanoptimizednon-sharedomponenanda default

shareccomponenfor correctnessWe createdafile han-
dle implementationthat residesentirely within the ap-

plication. While this improvesperformanceit canonly

be usedwhenanapplicationhasexclusive accesgo the

file. Oncefile sharingbegins, anin-senerimplementa-
tion mustbe swappedn to maintainthe sharedstate.

Figure 6 shavs the performanceof swappingin the ex-

clusive accesptimizationwhenpossiblein Postmark.
Becausamostof the accesses Postmarkareexclusive,

it seesa 34% performancemprovement.
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Figure 6: Common-caseoptimization. Using online reconfigura-
tion, K42 can cacheexclusive file handleswithin the applicationand
swap to a sharedimplementationvhen necessaryor correctness.A

furtherenhancemeris to cachesmall, exclusive files within the appli-

cations addresspace Thisfigurecompareshesethreesystemconfig-
urations(default, exclusive, andsmallfile cache)usingPostmark.Us-
ing online reconfiguratiorfor the exclusive caseshavs a 34% perfor

manceimrpavement,while the smallfile cachingshavs an additional
40%improvementbeyondthat.

5.3.3 Smallv. Large

This experimentalsousesonline reconfiguratiorto hot-
swap betweena specializedhon-shareccomponentand
a default sharedcomponent. In general,file datais
cachedwith the operatingsystem;however, accesdor
small,exclusivefiles (< 3 KB) canbe optimizedby also
cachingthe file’'s datawithin an applications address
space.While this incursa memoryoverheador double
cachingthefile (oncein theapplication,oncein the OS),
thisis acceptabléor smallfiles, andit leadsto improved
performance.

Figure 6 shavs the Postmark performanceof three
schemesthedefaultconfigurationtheexclusive caching
schemepresentedn Section5.3.2,andapplication-side
caching. We found that hot-swappingbetweencaching
implementationggives an additional 40% performance
improvementoverthe exclusive acces®ptimization.

Originally, K42 implementedthis using a more tradi-

tional adaptive approachhard-codingthe decisionpro-

cessandbothimplementationsnto a singlecomponent.
We foundthatreimplementinghisusingonlinereconfig-
urationsimplified andclarified the code,andit wasless
time-consumingdo implementanddehug.

5.3.4 Sequentialpagefaults

This experimentusesonline reconfigurationto imple-
ment an adaptve pagereplacementlgorithm. An in-
terposedvrapperobjectwatchesan FCM for sequential
pagemappings. If the accesds deemedsequential it
hot-swapsto a sequentiallyoptimizedFCM thatapprox-

11

x  Default FCM
16 O Adaptive FCM

-

N

o
T

o]
o
T

1-way SDET Throughput (scripts/hour)
o 5
(? o

N
o
T

N
o

1 2 3 4 5 6
Number of concurrent background streams

o

Figure7: Sequentialpagefaults. Oneadaptve pagereplacement
algorithm performs MRU pagereplacemenfor sequentialstreams.
This reduceshe amountof memorywastedby streamswvhosepages
will never be accessegain. Using online reconfigurationK42 can
detectsequentiaktreamsand swap to a sequentiallyoptimizedFCM.
Thisfigurecompareshedefault pagereplacemento theadaptve algo-
rithm by running1-way SDET concurrentlywith a numberof stream-
ing applications.Usingthe adaptve pagereplacementthe systemde-
gradesmore slowly, reducingthe effect of streamingapplicationson
the performancef theentiresystem.

imatesMRU pagereplacementlf this sequentiabeha-
ior endsthe FCM is swappedbackto the default FCM.

Figure 7 shows the performanceof 1-way SDET in the
face of competingstreamingapplicationsall run over
NFS. Thesestreamingapplicationsaccesdfiles signifi-
cantlylargerthanthe 512MB of main memoryavailable
in the 270 Workstationusedin this experiment. Using
the default FCM, the streamingapplicationsquickly fill
the pagecachewith uselespages,incurring the pager
overheadimmediately This ruins SDET performance.
On the otherhand,usingthe adaptie approachthe se-
quentialapplicationsconsumevery little memory since
they throw away pagesshortly after usingthem. This
makes SDET performancedegrademore slowly, mean-
ing morestreamingapplicationscanberunwhile achiev-
ing the sameperformanceswith the default FCM.

6 Discussion

This sectionis divided into two parts. First, we discuss
how the supportmechanismdor online reconfiguration
canbeappliedto existing systemsand,in somecasesal-
readyhave. Secondwe discussopenissuesof ageneric
mechanisnior onlinereconfiguration.

6.1 Application to other systems

Many of the supportmechanismsisedto provide online
reconfiguratiorareusefulfor otherreasonsandwereim-
plementedn K42 beforeonlinereconfiguratiorwaseven



consideredFor this samereasonmary systemsalready
containseveral of the supportmechanisméor onlinere-
configuration.

As is discussedin Section 3, an object-orientedde-
sign leadsto better code structure,cleanerinterfaces,
more maintainablecode,anda more modularapproach
thatimprovesscalability For this reason,modularap-
proachesand object-orienteddesignsare becomingin-

creasinglycommonin operatingsystemge.g.,the VFS

layer in UNIX, sharedlibraries, plug-and-playdevice

drivers,Joadablemodulesupport).As systemsncremen-
tally addthis modularity moreandmorecomponentsn

the systemcanbe swapped.

K42'sgeneratiorcountwasoriginally designedasaway
to remove thelocks usedto synchronizeobjectdeletion.
Insteadof threadslocking the object when they enter
they optimistically call the object. When an objectis
deleted,the generationis advanced. Oncethe deleted
objectentersa quiescentstate,a garbagecollector can
safelydeletethe object. We have worked with Linux de-
velopersto add a similar mechanisnfor detectingqui-
escenceandLinux now usesit to solve the problemof
safelyremaoving kernelmodules Addingthismechanism
to othersystemsanprovide similar benefits.

K42's objecttranslationtablewasoriginally designedhs

a way to improve scalability Replicatedcomponents
canimprove scalabilityby avoiding cross-processac-

cesseshowever, callersmustknow which replicato ac-

cess.In K42, eachprocessohasa local objecttransla-

tion tablemappednto the samevirtual address When-

ever athreadmakesa componentall throughthe object

translationtable, its call is directedto the local replica.

Adding a similar level of indirectionto other systems
should be straightforvard, and it provides benefitsbe-

yondonlinereconfiguration.

Although the statetransferprotocol has no additional
benefitsbeyond online reconfigurationthis mechanism
is not attachedto ary particulardesignof the system.
Adding this final support mechanismto ary system
that wishedto take advantageof online reconfiguration
shouldbe straightforvard.

6.2 Openissues

Theremaindef this sectiondiscussespenissuesn re-
alizing agenericmechanisnfor onlinereconfiguration.

Genericstatetransfer: K42’'shot-swappingmechanism
providesaprotocolfor negotiatingthe bestcommonfor-
matfor statetransferbetweerpbjects.But, it reliesupon
supporfromthecomponentbeingswappedo complete
statetransfer ldeally, the infrastructurewould perform
the entire statetransfer making hot-swapping entirely
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transparentWhile this goal may not befully attainable,
it maybe possibleto provide moresupporthankK42 cur-
rently does.

Object creation and management When a perfor
manceupgradeor securitypatchis releasedor a partic-
ular componenimplementation gvery instanceof that
componentshould be hot-swapped. Additionally, ary
placewhereaninstanceof thecomponents creatednust
alsobe updatedo createthe new componentyperather
thanthe old one. K42's “f actory” mechanisnfor creat-
ing andtrackingobijectsis still underdevelopment.

Coordinated swapping While hot-swappingindividual
componentgan provide several benefits,theremay be
timeswhentwo or more componentsnustbe swapped
together This canbe achieved by having the setof me-
diatorscoordinateheir phasdransitions.

Confirming componentfunctionality : Although K42
requiresthat swappedcomponentsupportthe samein-
terface it makesno guaranteethatthefunctionality pro-
vided by the two componentss the same. Although it
may be possiblefor componentgo provide annotations
abouttheir functionality, the systemmusttrustthatcom-
ponentdeveloperscorrectly supportthe claimedor re-
quiredfunctionality.

Interface management Currently K42's onlinerecon-
figurationrequireshatswappedcomponentsupportthe
sameinterface. While it is straightforvard to expand
theseinterfaces(sincethe old interfaceis a subsebf the
new interface),it is currentlynot possibleto reduceinter-

facesin particular it is not possibleto know if anactive
codepathin thesystenreliesuponaparticularpartof the
interface.Currently K42 relieson componentleveloper
coordinationto managecomponentnterfacesproperly

7 RelatedWork

Modifying the codeof a running systemis a powerful
tool thathasbeenexploredin a variety of contexts. The
simplestandmostcommonexampleof addingnew code
to a running systemis dynamiclinking [20]. Whena
sharedibrary is updatedall programsdependenbn the
library are automaticallyupdated. It is also possible
to updatethe codein running systemsusing sharedli-
braries;however, the applicationitself mustprovide this
supportandhandleall aspect®f theupdatebeyondload-
ing thecodeinto memory

Hjalmtyssonand Gray describea mechanismfor dy-
namic C++ objects[26]. Theseobjects can be hot-
swapped,and they do so without creatinga quiescent
state. To achieve this, they provide two options. First,
old objectscontinueto exist andservicerequestswhile



all new requestgjoto thenew object. Thisrequiressome
form of coordinatiorof statebetweerthetwo co-existing
objects. Second,if an objectis destryed, ary actve
threadswithin the objectarelost. For thisreasonclients
of an objectmustbe ableto detectthis broken binding
andretry theirrequest.

CORBA [7], DCE [37], RMI [39], and COM [12] are
all applicationarchitectureghat supportcomponente-
placementduring programexecution. However, these
architecturedeave the problemsof quiescencandstate
transferto theapplication providing only themechanism
for updatingclientreferences.

Similarly, several distributed systemshave examined
ways to dynamically configurethe location of compo-
nents, requireing much of the samesupport[4, 31].
Bloom proposesa formal model of the criteriarequired
to safely replaceone subsysteninstancewith another
in the context of type-safedistributedervironmentg8].
Someof the analysissheperformsusingthe Argussys-
temmaybeapplicableto K42's genericonlinereconfig-
uration.

Pu, et al. describea “repluggingmechanism’for incre-
mental and optimistic specialization[38], but they as-
sumethere can be at most one thread executingin a
swappablenoduleatatime. In laterwork, thatconstraint
is relaxedbut is non-scalablg13].

Hicks, etal. describea methodfor dynamicsoftwareup-

dating[25]. In their approachall objectsof a certain
typeareupdatedsimultaneouslyit is not possibleto up-

dateindividualinstancesasis possiblewith ourscheme.
Moreover, they requirethatthe programbe codedto de-

cide whena safe-pointhasbeenreachecandinitiate the

update.

In addition to the work donein different reconfigura-
tion mechanismstnary groupshave appliedonline re-

configurationto systemsandachieveda variety of bene-
fits. Many differentadaptve techniqgueshave beenim-

plementedto improve systemperformance2, 21, 29,

30]. Extensible operating systemshave shovn per

formancebenefitsfor a numberof interestingapplica-
tions[6, 16, 42]. Technologiesuchascompilerdirected
I/O prefetching[9] and storagelateng estimationde-
scriptorg[34] improve applicationperformanceisingde-
tailedknowledgeaboutthe stateof systemstructuresin-

crementabndoptimistic specializatior{38] canremove

unnecessarlpgic for common-casaccesse42’'son-

line reconfigurationcan simplify the implementatiorof

theseimprovements removing the complicatedtask of

instrumentinghe OSwith the necessaryooksto dore-

configurationon a case-by-casbasis.

K42 is notthefirst operatingsystemto useanobjectori-
enteddesign. Object-orienteddesignshave helpedwith
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organization[23, 40], extensibility [10], reflection[47],
persistencg14], and decentralizatiol1, 44]. In addi-
tion, K42's methodof detectinga quiescenstateis not
unigue. Sequenis NUMAQ useda similar mechanism
for detectingquiescentstate[33], and recently SUSE
Linux 7.3 hasintegrateda mechanisnfor detectingqui-
escencén kernelmoduleq32].

8 Conclusions

Online reconfigurationprovides an underlying mecha-
nism for componenextensionandreplacementhrough
interpositionand hot-swapping. Thesemechanismgan
be leveragedto provide a variety of dynamic OS en-
hancements.This paperidentifiesfour supportmecha-
nismsrequiredfor interpositionand hot-swapping,and
describesheirimplementatiorin the K42 operatingsys-
tem. We demonstratehe flexibility of online reconfig-
urationby implementingan adaptve pagingalgorithm,
two common-caseptimizations,and a workload spe-
cific specialization.

References

[1] M. Accetta,R.Baron,W. Bolosky, D. Golub,R. Rashid A. Teva-
nian,andM. Young. Mach: a nev kernelfoundationfor UNIX
development. SummerUSENIX Technical Conference,July
1986.

[2] J.Aman,C.K. Eilert,D. Emmesp. Yocom,andD. Dillenbeger.
Adaptie algorithmsfor managinga distributed data-processing
workload. IBM Systemsournal, 36(2):242—283,1997.

[3] M. AuslanderH. Franle, B. GamsaQ. Krieger,andM. Stumm.
Customizatioriite. Hot Topicsin OperatingSystemspages43—
48. IEEE, 1997.

[4] L. Bellissard, S. B. Atallah, F. Boyer, and M. Riveill. Dis-
tributed applicationconfiguration. InternationalConferenceon
Distributed ComputingSystemspages579-585,1996.

[5] J.K. Bennett. Distributed Smalltalk: inheritenceand reactive-
nessin distributed systems PhD thesis,publishedas87-12-04.
Departmenbf ComputeiScienceniversity of WashingtonPe-
cemberl987.

[6] B.N.BershadS. Savage,P. Pardyn,E. G. Sirer,M. E. Fiuczyn-
ski, D. Becler, C. ChambersandS. Eggers.Extensibility safety
and performancen the SPIN operatingsystem. ACM Sympo-
sium on OperatingSystemPrinciples. Publishedas Operating
SystemKeview, 295), 3—-6 December1995.

[7] C. Bidan, V. Issarty, T. Saridakis,and A. Zarras. A dynamic
reconfiguratiorservicefor CORBA. InternationalConferencen
ConfigurableDistributed Systemspages35—-42.IEEE Computer
SocietyPress;1998.

[8] T. Bloom. Dynamicmodulereplacementn a distributed pro-
grammingsystem PhD thesis,publishedasMIT/LCS/TR-303.
Massachusettkstitute of Technology Cambridge MA, March
1983.

[9] A. D.Brown, T. C. Mowry, andO. Krieger. Compilerbased/O
prefetchingfor out-of-coreapplications. ACM Transactionson
ComputerSystems19(2):111-170ACM, 2001.



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]
[25]

[26]

[27]
(28]

[29]

[30]

R. H. Campbelland S.-M. Tan. uChoices an object-oriented
multimediaoperatingsystem.Hot Topicsin OperatingSystems,
pages90-94.IEEE ComputerSociety 4-5May 1995.

L. Cardelli,J. Donahuel.. GlassmanM. JordanB. Kalsow, and
G. Nelson. Modula-3report (revised) 52. Digital Equipment
CorporationSystemsResearciCenter Palo Alto, CA, 1 Novem-
ber1989.

Distributed Component Object Model Protocol-DCOM/1.0,
http://wwwmicrosoft.com/Com/resoursieandocs.asp.

C. Cowan, T. Autrey, C. Krasic, C. Pu, and J. Walpole. Fast
ConcurrenDynamicLinking for an Adaptive OperatingSystem.
IFIP InternationalConferenceon ComputerSecurity 1996.

P. DasguptaR. J. LeBlanc,Jr, M. Ahamad,andU. Ramachan-
dran. The Cloudsdistributedoperatingsystem.|[EEE Computer
24(11):34-44November1991.

D. R. Engler S. K. Gupta, and M. F. Kaashoek. AVM:
application-lgel virtual memory Hot Topicsin OperatingSys-
tems,pages’2—77.IEEE ComputerSociety 4-5May 1995.

D. R. Engler M. F. KaashoekandJ. O. Jr. Exokernel: anoper
ating systemarchitecturdor application-lgel resourcenanage-
ment. ACM Symposiumon OperatingSystemPrinciples. Pub-
lishedasOperating Systemfeview, 29(5), 3—6 Decembe1 995.
M. E. FiuczynskiandB. N. Bershad.An extensibleprotocolar
chitecturefor application-specifimetworking. USENIX. 1996
Annual TechnicalConferencepagess5-64. USENIX. Assoc.,
1996.

B. Gamsa,0. Krieger, J. Appavoo, and M. Stumm. Tornado:
maximizinglocality andconcurreng in a sharedmemorymulti-
processooperatingsystem. Symposiumon OperatingSystems
Designandimplementationpages37—100,February1999.

G. R. Ganger,D. R. Engler M. F. KaashoekH. M. Briceno,
R.Hunt,andT. Pinckng. Fastandflexible application-lgel net-
working on exokernelsystems.ACM Transactionon Computer
Systems20(1):49-83.ACM, February2002.

R. A. Gingell. Sharedibraries. UNIX Review, 7(8):56—66,Au-
gust1989.

G. GlassandP. Cao. Adaptive pagereplacemenbasedon mem-
ory referencebehaior. ACM SIGMETRICS Conferenceon
Measuremer@andModeling of ComputerSystems1997.

J. Goslingand H. McGilton. The Java languaye ernvironment
Technicalreport. October1995.

A. S. Grimshav, W. Wulf, andT. L. Team. The Legion vision
of aworldwide virtual computer Communication®f the ACM,
40(1):39-45.ACM PressJanuaryl997.

GuardianDigital, Inc., http://mwwwguardiandigitacom/.

M. Hicks, J. T. Moore, and S. Nettles. Dynamic software up-
dating. ACM SIGPLAN 2001Conference®n Programmind.-an-
guageDesignandIimplementation ACM, 2001.

G. Hjalmtyssonand R. Gray. Dynamic C++ classes: a
lightweightmechanisnto updatecodein arunningprogram.An-
nualUSENIX TechnicalConferencepages$5-76.USENIX As-
sociation,1998.

The K42 OperatingSystem http://wwwresearch.ibm.com/K42/.

J. Katcher. PostMark: a new file systembentimark Technical
reportTR3022.Network Appliance,October1997.

J. M. Kim, J. Choi, J. Kim, S. H. Noh, S. L. Min, Y. Cho, and

C.S.Kim. A low-overheachigh-performancenifiedbuffer man-

agemenschemehat exploits sequentiabndlooping references.
Symposiumon OperatingSystemsDesignand Implementation,
pagesl19-134.USENIX Association2000.

Y. Li, S.-M.Tan,Z. Chen,andR. H. Campbell. Disk scheduling
with dynamicrequesipriorities. Technicalreport. University of

lllinois atUrbana-Champaignl., August1995.

14

[31]

(32]

(33]

(34]

(35]

(36]

[37]

(38]

(39]

[40]

[41]
[42]

[43]

[44]

[45]

[46]

[47]

J.Magee N. Dulay, andJ. Kramer. A constructre development
ernvironmentfor parallelanddistributed programs.International
Workshopon ConfigurableDistributed SystemsMarch 1994.

P. E. McKenng, D. SarmaA. Arcangeli,A. Kleen, O. Krieger,
andR. Russell. Readcopy update. Ottava Linux Symposium,
2001.

P. E. McKenng andJ. D. Slingwine. Read-cop update:using
executionhistory to solve concurreng problems. International
Conferenceon ParallelandDistributed Computingand Systems,
1998.

R. V. Meterand M. Gao. Lateny managemenin storagesys-
tems. Symposiumon OperatingSystemdesignandImplemen-
tation, pagesl03—-117.USENIX Association2000.

D. Mosbeger, L. L. PetersonP. G. Bridges,and S. O'Malley.
Analysis of techniquedo improve protocol processindateng.
ACM SIGCOMM Conference Publishedas ComputerCommu-
nication Review, 26(4):73—-84.ACM, 1996.

G. C. NeculaandP. Lee. Safekernelextensionswithout run-

time checking. Symposiumon OperatingSystemsDesignand
Implementationpages229-243. UsenixAssociation Berkeley,

CA, October1996.

Distributed ComputingErvironment: overviev. OSF-DCE-PD-
590-1. OpenSoftware FoundationMay 1990.

C. Pu, T. Autrey, A. Black, C. Consel,C. Cowan, J. Inouye,
L. Kethana,J. Walpole, and K. Zhang. Optimistic incremen-
tal specialization:streamlininga commercialoperatingsystem.
ACM Symposiunon OperatingSystemPrinciples.Publishedas
Operating Systemfeview, 29(5), 3—6 Decembel995.

Java Remote Method Invocation - Dis-
tributed Computing for Jaa, November  1999.
http://java.sun.com/magting/cal aterd/javarmi.himl.

V. F. Russo. An object-orientedoperating system PhD the-

sis, publishedas UIUCDCS-R-91-1640Departmenf Com-
puter Science University of Illinois at Urbana-Champaigrjan-
uary1991.

Security-Enhancedinux, http://wwwnsa.ge/selinux/index.html.

M. Seltzer,Y. Endo,C. Small,andK. A. Smith. Anintroduction
to thearchitectue of the VINO kernel Technicalreport.1994.
M. I. Seltzer,Y. Endo,C. Small,andK. A. Smith. Dealingwith
disastersurviving misbehaedkernelextensions Symposiunon
OperatingSystemsesignandImplementationpages213-227.
UsenixAssociation Berkeley, CA, 28-310ctoberl996.

J.A. Stanlovic andK. RamamrithamThe Springkernel: a new
paradignfor real-timeoperatingsystemsOpemting System&e-
view, 23(3):54—71 July 1989.

R. Wahbe,S. Lucco, T. E. Anderson,andS. L. Graham. Effi-
cientsoftware-basedault isolation. ACM Symposiunmon Oper
ating SystemPrinciples.PublishedasOpeiating Systemfeview,
27(5):203-216 ACM, 1993.

D. A. Wallach, D. R. Engler and M. F. Kaashoek. ASHs:
application-specifichandlersfor high-performancemessaging.
ACM SIGCOMM ConferenceAugust1996.

Y. Yokote. The Apertosreflectize operatingsystem:the concept
andits implementationObject-OrientedProgrammingSystems,
LanguagesandApplications,pagesA14-434,1992.



