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Abstract

Onlinereconfigurationprovidesa way to extendandre-
placeactiveoperatingsystemcomponents.Thisprovides
administrators,developers,applications,andthesystem
itself with awayto updatecode,adaptto changingwork-
loads, pinpoint performanceproblems,and perform a
variety of other tasksall while the systemis running.
With genericsupportfor interpositionandhot-swapping,
a systemallows active componentsto be wrappedwith
additionalfunctionality or replacedwith a differentim-
plementationsthathavethesameinterfaces.

This paperidentifiesfour supportmechanismsrequired
by onlinereconfiguration.It describeseachmechanism’s
implementationin the K42 operatingsystem,and how
they arecombinedto implementinterpositionandhot-
swapping.It thenillustratessomedynamicperformance
enhancementsachievablewith K42’sonlinereconfigura-
tion including: adaptive algorithms,commoncaseopti-
mizations,andworkloadspecificspecializations.

1 Intr oduction

Operatingsystemsare big andcomplex. They are ex-
pectedto serve many needsandwork well undermany
workloads.They aremeantto beportableandwork well
with variedhardwareresources.As onewould expect,
this demandingsetof requirementsis difficult to satisfy.
As aresult,patches,updates,andenhancementsarecom-
mon.In addition,tuningactivities(whetherautomatedor
human-driven)often involve dynamicallyaddingmoni-
toring capabilitiesandthenreconfiguringthe systemto
bettermatchthespecificenvironment.

Commonto all of theseactivities is aneedto modify sys-
temsoftwareafter it hasbeendeployed. In somecases,
an approachof shuttingdown the system,updatingthe
software,andrestartingis sufficient. But, this approach
comeswith a costin systemavailability and(often)hu-
manadministrative time. Also, restartingthe systemto
addmonitoringgenerallyclearsthe stateof the system.
This canrenderthenew monitoringcodeineffectiveun-
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(a)After profileris interposedaroundthepagemanager.

Request

Response LRU FIFO

(b) LRU pagemanagerbeforehot-swapwith FIFO.

Request

Response FIFO

(c) After FIFOpagemanageris fully swapped.

Figure1: Online reconfiguration. This figureshows two onlinere-
configurationmechanisms:interpositionandhot-swapping.(a) shows
an LRU pagemanagerandan interposedprofiler that can watch the
component’s calls/returnsto seehow it is performing.If it determines
thatperformanceis poor, it maydecideto switch theexisting compo-
nentfor another. (b) shows theLRU pagemanagerasit is aboutto be
swappedwith a FIFO pagemanager. Oncethe swap is complete,as
shown in (c), theLRU pagemanagercanbedeleted.

lesstheold stateof thesystemcanbereproduced.

Online reconfigurationcanprovide a useful foundation
for enhancementof deployed operatingsystems.With
genericsupportbuilt into an OS’s core, the activities
listed above could be more easily applied and more
widely usedwithout addingnew complexity to individ-
ual subsystems.For example,patchesandupdatescould
be appliedto the running system,avoiding down-time
andassociatedhumaninvolvement. In addition,moni-
toring codecould be dynamicallyaddedand removed,
gatheringsystemmeasurementswith lesscommon-case
overhead.



This paperdescribesgenericonlinereconfigurationsup-
port andhow it hasbeenintegratedinto the coreof the
K42 operatingsystem[27]. Figure1 illustratestwo basic
mechanismsfor onlinereconfiguration:interpositionand
hot-swapping.Interpositionwrapsanactive component,
extendingits functionality with wrappercodethat exe-
cutesbeforeandaftereachcall to the component.Hot-
swappingreplacesan active componentwith a new im-
plementation.Both modify an active componentwhile
maintainingavailability of the component’s functional-
ity. Combined,thesetwo mechanismsprovide substan-
tial capabilityfor onlinereconfiguration.

Interpositionandhot-swappingrequirefour capabilities.
First,thesystemmustbeableto identify andencapsulate
the codeanddatafor a swappablecomponent.Second,
thesystemmustbeableto quiescea swappablecompo-
nentsuchthatnoexternalreferencesareactivelyusingits
codeanddata.Third, thesystemmustbeableto transfer
theinternalstateof aswappablecomponentto a replace-
mentversionof thatcomponent.Fourth,thesystemmust
be ableto modify all externalreferences(both dataand
codepointers)to aswappablecomponent.Thesefour ca-
pabilitiesenableboth mechanisms.Hot-swappingcon-
sistsof the four capabilitiesin sequence.Interposition
reliesmainlyon thefourthcapabilityto redirectexternal
referencesto theinterposedcode.

Our implementationsof hot-swappingandinterposition
are in the context of the K42 operatingsystem. K42’s
object-orienteddesignprovidesa clearswappablecom-
ponentchoice: the object instance. The four require-
mentsfor interpositionandhot-swappingin K42 arehan-
dled as follows. First, object instancesare identifiable
and self-containedby design. Second,a threadgen-
erationcountandselective threadblocking areusedto
achieve and identify a quiescentstatefor an object in-
stance.Third, a mechanismfor dataformat negotiation
helpsdesignersof componentimplementationsto reduce
the cost of statetransfer. Fourth, object referencesare
routedthrougha level of indirection,which canbe up-
datedto modify externalreferences.

Thesesupportmechanismsalso contribute to K42 in
otherways.For example,anobject-orienteddesignleads
to cleanersystemstructureandmorescalablemultipro-
cessorperformance.Also thethreadgenerationcountis
usedto eliminatemost componentexistencelocks. At
thesametime, noneof thesemechanismsarespecificto
K42; many existing systemshave oneor moreof these
mechanismsin place,andthey couldaddtheremaining
functionalityto supportonlinereconfiguration.

To illustratethe valueof online reconfiguration,we ex-
plore a numberof examplesof its usefor dynamicper-
formancetuning within K42. For example,online re-

configurationallowscleancommon-caseoptimization;a
17% improvementis measuredfor dynamicallyswitch-
ing from anon-sharedimplementationto asharedimple-
mentationof file cachingonly whensharingis detected.
Similarly, swappingto specializedcachingpolicies for
small-file accessgives up to a 57% performanceim-
provement.Onlinereconfigurationalsoallows dynamic
selectionfrom several object implementationsbasedon
workload.For example,a replicatedpagemanagergives
upto a92%improvementonsomeworkloads,but it suf-
fers a 7% performanceloss on others. Switching be-
tweenreplicatedandnon-replicatedimplementationsal-
lows thesystemto performwell in bothcases.

Therestof this paperis structuredasfollows. Section2
motivatesour focuson onlinereconfiguration.Section3
discussesthe systemsupportrequiredfor online recon-
figuration. Section4 describesimplementationsof in-
terpositionandhot-swappingin the K42 operatingsys-
tem. Section5 analysesthe performancecostsof hot-
swappingandinterpositionandexamplesof theirusefor
dynamicperformancetuning. Section6 discusseshow
online reconfigurationcan be appliedto other systems
andopenissuesof a genericschemefor onlinereconfig-
uration.Section7 discussesrelatedwork.

2 Why Online Reconfiguration

Therearea varietyof reasonsfor modifying a deployed
operatingsystem.Themostcommonexamplesarecom-
ponentupgrades,particularlypatchesthatfix discovered
securityholes. Other examplesinclude dynamicmon-
itoring, system specializations,adaptive performance
enhancements,and integration of third-party modules.
Usually, when they aresupported,distinct mechanisms
areusedfor eachexample.

This sectionmakes a casefor integrating into system
software a genericinfrastructurefor extendingand re-
placingactivesystemcomponents.First,it discussestwo
aspectsof online reconfiguration:interpositionandhot-
swapping. Then,it discussesa numberof commonOS
improvements,andhow interpositionandhot-swapping
cansimplify andenhancetheir implementation.

2.1 Online reconfiguration

Oncein place,online reconfigurationsupportcansim-
plify thedynamicupdatesandchangeswantedfor many
classesof systemenhancement. Thus, a generic in-
frastructurecan avoid a collection of similar reconfig-
uration mechanisms. Two mechanismsthat provide
sucha genericinfrastructureare interpositionand hot-
swapping.
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Interpositionwrapsanactive component’s interface,ex-
tendingits functionality. Interpositionwrappersmaybe
specificto a particularcomponentor genericenoughto
wrap any component. For example, a genericwrap-
per might measurethe averagetime threadsspendin
a given component.A component-specificwrapperfor
the fault handlermight countpagefaultsanddetermine
whensomethresholdof sequentialpagefaultshasbeen
reached.

Hot-swappingreplacesanactive componentwith a new
componentinstancethatprovidesthesameinterfaceand
functionality. To maintainavailability andcorrectnessof
theserviceprovided,thenew componentpicksupwhere
theold oneleft off. Any internalstatefrom theold com-
ponentis transferedto the new, andany external refer-
encesarerelinked. Thus,hot-swappingallows compo-
nentreplacementwithout disruptingthe restof the sys-
tem.

2.2 Applying online reconfiguration

Interpositionandhot-swappingaregeneraltoolsthatcan
providea foundationfor dynamicOSimprovement.The
remainderof this sectiondiscusseshow somecommon
OSenhancementsmapontothem.

Patchesand updates: As securityholes,bugs,andper-
formanceanomaliesare identified and fixed, deployed
systemsmustbe repaired. With hot-swapping,a patch
canbeappliedto asystemimmediatelywithout theneed
for down-time (scheduledor otherwise). This capabil-
ity avoidsatrade-off amongavailability andcorrectness,
security, andbetterperformance.

Optimizing the commoncase: For many OSresources,
the commonaccesspatternis simpleandcanbe imple-
mentedefficiently. However, supportingall of thecom-
plex, uncommoncasesoftenmakesthe implementation
expensive. To handlethesecases,a systemwith online
reconfigurationcanhot-swapbetweena componentspe-
cialized for the commoncaseandthe standardcompo-
nentthathandlesall cases.Anotherway of gettingthis
behavior iswith anIF statementatthetopof acomponent
with both implementations.A hot-swappingapproach
separatesthe two implementations,simplifying testing
by reducinginternal statesand increasingperformance
by reducingnegativecacheeffectsof theuncommoncase
code[35]. Section5.3.2evaluatesthe useof online re-
configurationto optimizeexclusiveaccessto afile, while
still supportingfull sharingsemanticswhennecessary.

Adaptive algorithms: For many OS resources,differ-
ent algorithmsperform betteror worseunderdifferent
conditions. Adaptive algorithmsare designedto com-
bine the bestattributesof differentalgorithmsby mon-

itoring when a particularalgorithm would be bestand
usingthecorrectalgorithmatthecorrecttime. Usingon-
line reconfiguration,developerscancreateadaptivealgo-
rithmsin a modularfashion,usingseveralseparatecom-
ponents.Eachindependentalgorithmcanbe developed
asaseparatecomponent,hot-swappedin whenappropri-
ate. Also, interposedcodecanperformthe monitoring,
allowing easyupgradesandpayingperformancepenal-
tiesonly duringsampling.Section5.3.4evaluatesusing
onlinereconfigurationto provide adaptive pagereplace-
ment.

Dynamic monitoring : Instrumentationgivesdevelopers
andadministratorsusefulinformationin thefaceof sys-
temanomalies,but introducesoverheadsthatareunnec-
essaryduringnormaloperation.To reducethisoverhead,
systemsprovide “dynamic” monitoring using knobsto
turn instrumentationon and off. Interpositionallows
monitoring and profiling instrumentationto be added
whenandwhereit is needed,andremovedwhenunnec-
essary. In addition to reducingoverheadin normalop-
eration,interpositionremovestheneedfor developersto
guesswhereprobeswould beusefulaheadof time. Fur-
ther, many probesaregeneric(e.g.,timing eachfunction
call, countingthe numberof parallelrequeststo a com-
ponent).Suchprobescanbeimplementedonce,avoiding
codereplicationacrosscomponents.

Application-specific optimizations: Application spe-
cializationsarea well known wayof improving apartic-
ularapplication’sperformancebasedonknowledgeonly
held by the application[15, 17, 19, 46]. Using online
reconfiguration,an applicationcan provide a new spe-
cializedcomponentandswap it with the existing com-
ponentimplementation.This allows applicationsto op-
timize any componentin the systemwithout requiring
systemdevelopersto addexplicit hooksto replaceeach
one.

Third-party modules: An increasinglycommonform
of online reconfigurationis loadablekernel modules.
Particularlywith open-sourceOSes,suchasLinux, it is
commonto downloadmodulesfrom theweb to provide
functionality for specializedhardware components.In
the caseof Linux, the moduleconceptalsohasa busi-
nessbenefit,becauseadynamicallyloadedmoduleis not
affectedby theGNU PublicLicense.As businessespro-
ducevalue-addingkernelmodules(suchas“hardened”
securitymodules[24, 41]), the Linux moduleinterface
may evolve from its initial focus on supportingdevice
driverstowardproviding ageneralAPI for hot-swapping
of codein Linux. Themechanismsdescribedin this pa-
perarea naturalendpointof this evolution,andthetran-
sition hasbegun; we have worked with Linux develop-
ersto implementa kernelmoduleremoval schemeusing
quiescence[32].
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2.3 Summary

Onlinereconfigurationis apowerful tool thatcanprovide
a numberof useful benefitsto developers,administra-
tors,applications,andthesystemitself. Eachindividual
examplecanbe implementedin otherways. However,
genericsupportfor interpositionandhot-swappingcan
supportthemall with asingleinfrastructure.By integrat-
ing this infrastructureinto thecoreof anOS,onemakes
it muchmoreamenableto subsequentchange.

3 How Online Reconfiguration

Online reconfigurationhas four requirements. First,
componentsmust have well-definedboundaries(i.e., a
componentshouldhave well-definedinterfacesthat en-
capsulateits functionalityanddata).Second,it mustbe
possibleto force an active componentinto a quiescent
statelongenoughto completestatetransfer. Third, there
mustbe a way to transferthe stateof an existing com-
ponentto a new componentinstance.Fourth, it mustbe
possibleto updateexternalreferencesto a component.

3.1 Componentboundaries

Eachsystemcomponentmust be self-containedwith a
well-definedinterfaceand functionality. Without clear
componentboundaries,it is not possibleto be surethat
a componentis completelyinterposedor swapped.For
example,an interposedwrapperthat countsactive calls
within a componentwould not noticecalls to unknown
interfaces.Similarly, any componentthatstoresits state
externallycannotbesafelyswapped,sinceany untrans-
ferredexternaldatawould likely leadto improperor un-
predictablebehavior.

Achieving clear componentboundariesrequiressome
programmingdisciplineandcodemodularity. Using an
object-orientedlanguagecanhelp. Componentscanbe
implementedasobjects,encapsulatingfunctionalityand
databehinda well-definedinterface.Objectboundaries
help preventconfusingcodeanddatasharing,often re-
sulting in cleanercomponentsanda moremaintainable
codebase.However, regardlessof thesebenefits,any so-
lution reliesondeveloperdiligenceandastrictadherence
to theprogrammingdiscipline.

3.2 Quiescence

Beforea componentcan be swapped,the systemmust
ensurethat all active useof the stateof the component
has concluded. Without such quiescence,active calls
could changestatewhile it is being transfered,causing
unpredictablebehavior. Quiescencecanbe achievedby

blocking incoming calls to the componentand waiting
for active calls to complete.Onceno morecallsareac-
tive within theold component,statecanbesafelytrans-
feredto the new component.Blocked calls canthenbe
unblockedandprocessedby thenew component.

Oneway to achieve quiescenceis throughthe useof a
reader-writer lock aroundthe component. Eachenter-
ing call grabsa read-lockon thecomponent.To achieve
quiescence,thesystemasksfor a write lock on thecom-
ponent. This blocksall new incomingcalls (sincethey
requirethe lock to proceed),andalsowaits until all ex-
istingcallscomplete(sincethewrite-lock is exclusive).

This näıve approachhas three drawbacks. First, the
systemmust pay an overheadon eachcomponentcall
to acquireand later releasethe componentlock. Sec-
ond, placing a lock aroundeachcomponentmakes the
componentimplementationmoredifficult; mishandling
lock releasescould easily lead to a deadlocksituation.
Third, the lock implementationmustbe ableto support
recursive calls, sincea recursive caller insidea compo-
nentpendingdeletecouldcreatedeadlock.To dealwith
theseproblems,we proposea threadgenerationcount,
describedin Section4.

3.3 Statetransfer

Statetransfersynchronizesthestateof anew component
instancewith thatof anexistingcomponent.To complete
asuccessfulstatetransfer, all of theinformationrequired
for propercomponentfunctionality must be packaged,
transfered,andunpackaged.This requiresthat the old
andnew componentagreeuponboth a packageformat
anda transfermechanism.

There is not likely to be a single “catch-all” solution;
both the datasetanddatausagecanvary from compo-
nentto component.Instead,thereis likely to be a vari-
etyof packagingandtransfermechanismssuitedto each
component.While it is impossibleto predictwhatall of
thesemechanismswill be, thereare likely to be a few
commonones. For example,an upgradedcomponent
is likely to understandtheexisting componentin detail.
Transferringa referenceto theold componentshouldbe
sufficient for thenew componentto extractthenecessary
state.

Given that no single mechanismexists for statetrans-
fer, thesystemcanstill providetwo supportmechanisms
to simplify its implementation.First, the hot-swapping
mechanismshouldprovide a negotiation protocol that
helpscomponentsdecideuponthemostefficienttransfer
mechanismsunderstoodby both. Second,components
that sharea commoninterfaceandfunctionality should
understand(at theleast)a single,canonicaldataformat.
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By ensuringthis, componentdevelopersneedonly im-
plementtwo statetransferfunctionsto have a working
implementation:to andfrom thecanonicalform.

3.4 External references

Wheneveracomponentis interposedor hot-swapped,its
externalinterfaceis handledby a new pieceof code(the
wrapperfor interposition,the new componentfor hot-
swapping).Becauseall callsmustberoutedthroughthis
new code,all externalreferencesto theoriginal compo-
nentmustbeupdated.

Indirectionandreferencetrackingaretwo commonways
to handlethis. With all referencespointing to an indi-
rectionpointer, thesystemdoesnot needto know about
eachindividual reference.To updateall external refer-
ences,the systemonly needsto updatethe single indi-
rectionpointer. This is spaceandperformanceefficient,
with smallconstantoverheadpercomponent.Reference
counting,asis usedin garbagecollection[5, 11, 22], can
bemuchmoreexpensive,growing linearlywith thenum-
berof componentreferences.Wheneveranew reference
to acomponentis created,it is trackedby thesystem.If a
componentinterfacechanges,thenall trackedreferences
canbefoundandupdated.

3.5 Other issues

Thefocusof this work is on themechanicsof onlinere-
configuration.Thereare,of course,issuesof safetyand
securityinvolved with decidingwhich reconfigurations
to allow [36] andcontainingsuspectextensions[43, 45].
Otherresearchersandpractitionershaveprovidedanum-
berof viablesolutionsto theseproblems,althoughmany
environments“address”theseissuesby trustingthe ad-
ministratorto choosedynamicallyaddedcodewisely.

4 Implementation

This sectiondescribeshow we integratedonline recon-
figuration into the K42 operatingsystem. It overviews
K42, describeswhich featureswe use,and details the
implementationsof interpositionandhot-swapping.

4.1 K42

K42 is an open-sourceresearchOS for cache-coherent
64-bitmultiprocessorsystems.It usesanobject-oriented
design to achieve good performance,scalability, cus-
tomizability, and maintainability. K42 fully supports
theLinux API andABI andusesLinux libraries,device
drivers,file systems,andother codewithout modifica-
tion. The systemis fully functional for 64-bit applica-

tions, andcan run codesrangingfrom scientific appli-
cationsto complex benchmarkslike SDETto significant
subsystemslikeApache.

In K42, eachvirtual resourceinstance(e.g., a partic-
ular file, openfile instance,memoryregion) is imple-
mentedby combining a set of (C++) object instances
we call building blocks [3]. Eachbuilding block im-
plementsa particular abstractionor policy and might
1) managesomepart of the virtual resource,2) man-
agesomeof the physicalresourcesbackingthe virtual
resource,or 3) managethe flow of control throughthe
building blocks. For example,thereis no global page
cachein K42; instead,for eachfile, thereis an indepen-
dentobjectthatcachestheblocksof thatfile.

While we believe thatonlinereconfigurationis usefulin
generalsystems,theobject-orientednatureof K42makes
it a particularlygoodplatformfor exploringfine-grained
hot-swappingandinterposition.

4.2 Support mechanisms

The four requirementsof online reconfigurationaread-
dressedasfollows.

Component boundaries: K42’s building block ap-
proachnaturally mapseachsystemcomponentonto a
C++ languageobject,andenforcesthat the external in-
terfaceto the object is publishedusingthe C++ virtual
function table. Sinceall externally available calls are
virtual, they areindirectedthrougha singleper-instance
table. To ensurethat this tableis in a well-known loca-
tion within eachobject,all componentsin thesystemare
inheritedfrom asingle,baseobject.Thisenforcesthere-
quiredcomponentboundarieswithoutsignificantburden
on developers.

Quiescence: To achieve a quiescentstate,K42 makes
useof a threadgeneration count. The generationcount
is usedto track the lifetime of threadswithin the sys-
tem.Everythreadremembersthevalueof thegeneration
countwhenit wascreated.Thesystemkeepsa countof
the numberof threadsthat areactive within any gener-
ation. By increasingthegenerationcount,a component
canwatchthecountersfor previousgenerationsto detect
whenall of their threadshaveexpired.For example,one
way to achieve quiescencein anobjectusingthegener-
ation countis to increasethe generationcountandthen
blockall new threadsthatcall thatobject.Onceall of the
threadscreatedin previousgenerationshaveexpired,the
objectis guaranteedto be in a quiescentstate.This ap-
proachhastheadvantagethatthereis no overheadin the
commoncase,unlike a locking solution, which would
pay an overheadfor eachcall to the component.How-
ever, it partially relies on systemthreadsbeing short-
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lived(which is thecasein K42).

State transfer: To assiststatetransfer, K42’s online re-
configurationmechanismprovidesa transfernegotiation
protocol. For eachsetof functionally compatiblecom-
ponents,theremust be a set of statetransferprotocols
thatform theunionof all possiblestatetransfersbetween
thesecomponents.For eachcomponent,the developers
mustcreateaprioritizedlist of thestatetransferprotocols
thatit supports.For example,it maybebestto passinter-
nal structuresby memoryreference,ratherthancopying
theentirestructure;however, bothcomponentsmustun-
derstandthesamestructurefor thisto bepossible.Before
initiating a hot-swap,K42 requeststhesetwo lists from
the old andnew componentinstances.After determin-
ing the mostdesirableformat basedon the two lists, it
requeststhe correctpackageformat from the old com-
ponentandpassesit to the new component. Oncethe
new componenthasunpackagedthedata,thetransferis
complete.

External references: K42 usesits objecttranslationta-
ble to providea layerof indirectionfor accessingsystem
components.Whenanobjectinstanceis created,anen-
try for it is createdin the object translationtable, and
all externalcallsto thecomponentaremadethroughthis
reference.K42 canperforma hot-swapor interposition
on this componentby updatingits entryin thetable.Al-
thoughthis incursanextra pointerdereferencepercom-
ponentcall, theobjecttranslationtablehasotherbenefits
(e.g.,improvedscalability[18]) thatoutweighthis over-
head.

4.3 Online adaptation

Theremainderof thissectiondescribeshow K42 utilizes
thefour systemsupportfeaturesdescribedabove to pro-
vide interpositionandhot-swapping.

4.3.1 Inter position

Object interpositioninterposesadditional functionality
aroundall function calls to an existing object instance.
We partition interposedfunctionality into two pieces:a
genericinterposerandawrapperobject.

The first step by the generic interposer is to replace
the original object in the object translationtablewith a
pointer to itself. All subsequentcalls now go through
the interposer, requiring that it provide transparentcall
forwardingto thecomponentbehindit.

To handlearbitrary object interfaces,K42’s interposer
leveragesthe fact that every externalcall goesthrough
a virtual function table. Oncethe genericinterposerre-
placesthe original objectin the objecttranslationtable,
all calls go throughthe interposer’s virtual function ta-

ble. The interposeroverloadsthe methodpointersin
its virtual function table to point at a single interposi-
tion method, forcing all externalcalls throughthis func-
tion. Theinterpositionmethodhandlescallsto thewrap-
per object’s methodsaswell as calling the appropriate
methodof theoriginal component.

To handlearbitrarycall parametersandreturnvalues,the
interposermethodmustensurethatall registerandstack
stateis left untouchedbeforethecall is forwardedto the
original component. At oddswith this requirementis
theneedto storeinformationnormallykepton thestack
(e.g.,theoriginal returnaddress,local variables).To re-
solve this conflict, the interposerallocatesspacefor any
requiredinformationontheheapandkeepsapointerto it
in acallee-savedregister. This register’svalueis guaran-
teedto bepreservedacrossfunctioncalls; whencontrol
is returnedto theinterposer, it canretrieveany savedin-
formation.Theinformationsavedin theheapspacemust
include both the original return addressand the origi-
nal valueof the callee-saved registerbeingused,since
it mustbesavedby thecalleefor theoriginal caller.

The wrapperobject is a standardC++ objectwith two
calls: PRECALL andPOSTCALL. As onemight suspect,
the former is called before the original object’s func-
tion, andthe latter is calledafter. In thesecalls,a wrap-
percanmaintainstateabouteachfunctioncall that is in
flight, collectstatisticalinformation,modify call param-
etersandreturnvalues,andsoon.

Thedivisionof laborbetweenthegenericinterposerand
thewrapperobjectwaschosenbecausetheinterposition
methodcan not make calls to the genericinterposer’s
virtual function table. If the wrapper and interposer
were combined(using a parentinterposer, and inherit-
ing for eachspecificcase),thentheinterpositionmethod
would have to locate the correct PRECALL and POST-
CALL from the genericinterposer’s internal interfaces.
Unfortunately, this is difficult, since they would be in
compiler-specifiedlocationsthat cannotbe determined
at run-time. By separatingthe wrapper, we can avoid
specializingthe interpositionmethodfor eachwrapper,
sincethePRECALL andPOSTCALL canbelocatedusing
thewrapper’svirtual functiontable.

Figure 2 shows object interpositionstep-by-step.Fig-
ure2ais theinitial stateof thecallerandcomponent.To
performthe interposition,instancesof thegenericinter-
poserandthewrapperobjectarecreated.Theinterposer
keepsa pointerto theoriginalobjectandreplacesits en-
try in theobjecttranslationtablewith a pointerto itself.
Figure 2b shows the stateof the caller andcomponent
aftertheobjecttranslationtableis updated.At thispoint,
all functioncallsto thecomponentarenow sentto thein-
terposer. Whentheinterposerreceivesanincomingcall,
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Figure2: Componentinterposition. This figureshows thestepsof componentinterposition.(a) shows how callersaccesscomponentsthrough
the object translationtable. In this case,calls from the caller lookup the componentin the object translationtable,andthencall the component
basedon that indirection. (b) shows an interposedcomponent.In this case,the caller’s indirectionpointsthe call at the genericinterposer. The
interposerthenmakesthreecalls,first to thewrapper’s PRECALL, thentheoriginal componentcall, thenthewrapper’s POSTCALL.

it calls the wrapper’s PRECALL, then calls the original
object’s function, then calls the wrapper’s POSTCALL,
andfinally, returnsto the original caller. Although not
shown in Figure 2, the original function’s call and the
POSTCALL may be skippeddependingupon the return
valueof thePRECALL.

To detachan interposedwrapper, the correspondingin-
terposerobjectsimplyreplacesits objecttranslationtable
entrywith a pointerto theoriginal object. Oncetheob-
jecttranslationtableisupdated,all incomingcallswill be
sentdirectly to theoriginalobject.Garbagecollectionof
theinterposerandwrappercanhappenout-of-band,once
they quiesce.

4.3.2 Hot-swapping

K42’s objecthot-swappingmechanismbuilds on inter-
position.Thefirst stepof hot-swappingfrom thecurrent
objectinstance(X) to a new objectinstance(Y) is to in-
terposeX with amediator. Beforethemediatorcanswap
objects,it mustensurethat thereareno in-flight calls to
X (i.e., thecomponentmustbe in a quiescentstate).To
getto this state,themediatorgoesthrougha threephase
process:forward,block,andtransfer.

In the forward phase,the mediator tracks all threads
making calls to the componentand forwardseachcall
on to the original component.This phasecontinuesun-
til it is certainthat all calls startedbeforecall tracking
beganhave completed.To detectthis, K42 relieson the
generationcount. Whentheforwardphasebegins,a re-
questto increasethegenerationcountis made.Oncethe
generationis advanced,all threadsfrom the new gen-

erationaretracked. All other threadsin the systemare
known to have completedonceall of theearliergenera-
tion countersarezero,at which point theforwardphase
completes.

Figure3a illustratestheforwardphase.Whenthemedi-
atoris interposed,theremayalreadybecallsin progress;
in this example,thereis onesuchcall markedas?. First
the generationcount is advanced,after which the new
callsa, b, andc aretracked by the mediator. The next
phasemaybegin oncepreviousgenerationscomplete.

The mediatorbegins the blocked phaseonceall calls in
the componentare tracked. In this phase,the media-
tor temporarilyblocksall new incomingcalls, while it
waits for the calls it hasbeentrackingto complete.An
exception must be madefor incoming recursive calls,
sinceblockingthemwouldcreatedeadlock.Onceall the
trackedcallshavecompleted,thecomponentis in a qui-
escentstate,andthestatetransfercanbegin.

Figure 3b illustratesthe blocked phase. In this case,
threadb is in progress,and must completebefore the
phasecan complete. New calls d and e are blocked;
however, becauseblocking b during its recursive call
wouldcreatedeadlock,it is allowedto continue.

Becausethe blocked phaseis the only phasewhere
threadsareunableto makeforwardprogress,it is impor-
tant to make this phaseasshortaspossible.Althougha
simplerimplementationcouldremovetheforwardphase
(blocking new calls immediatelyandwaiting for previ-
ousgenerationsto complete),waiting for all threadsin
the systemto expire may take too long. Due to K42’s
event driven model, threadlifetimes are known to be
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Figure3: Componenthot-swapping. This figureshows the threephasesof hot-swapping: forward,block, andtransfer. In theforwardphase,
new callsaretracked andforwardedwhile thesystemwaits for untracked calls to complete.Although this phasemustwait for all old threadsin
thesystemto complete,all threadsareallowedto make forwardprogress.In theblock phase,new callsareblockedwhile thesystemwaitsfor the
trackedcallsto complete.By blockingonly trackedcallsinto thecomponent,thisphaseminimizestheblockingtime. In thetransferphase,all calls
to thecomponenthave beenblocked,andstatetransfercantake place.Oncethetransferis complete,theblocked threadscanproceedto thenew
componentandtheold componentcanbegarbagecollected.

short. However, this may not be the casein othersys-
tems,andwith the separationof the forward andblock
phases,thedurationof theblockedphaseis only depen-
dentuponthelifetime of activethreadsin thecomponent.

Onetradeoff of K42’seventmodelis thatcrossprocessor
andcrossaddressspacecallsaredonewith new threads.
This meansthata cyclic externalcall chaincould result
in deadlock(sincethe recursionwould not be caught).
Although developersshouldbe careful never to create
thesesituations,the hot-swappingmechanismprevents
deadlockin thesesituationswith a timeout and retry
mechanism. If this timeout is triggeredenoughtimes,
thehot-swapwill returna failure.

After the componenthasentereda quiescentstate,the
mediatorbegins the transferphase. In this phase,the
mediatorperformsstatetransferbetweentheold andnew
components,updatestheobjecttranslationtableentryto
point at the new component,and then allows blocked
callsto continueto thenew component.Eachsetof func-
tionally compatiblecomponentssharea setof up to 64
statetransferprotocols. Acceptableprotocolsarespec-
ified usinga bit vectorthat is returnedfrom eachcom-
ponent. The intersectionof thesevectorsgives the list
of potentialprotocols.Themediatordeterminesthebest
commonformat by requestingthe protocolvectorfrom
eachcomponent,andthenchoosingthe protocolcorre-
spondingto thehighestcommonbit in thevector. Oncea
protocolis decidedupon,themediatorretrievesthepack-
agedstatefrom the original componentandpassesit to
thenew component.

Figure 3c illustratesthe transferphase. Once the old
componentis quiescent,all stateis transferedto thenew
component.Oncetheunpackagingcompletes,threadsd,
e, andf areunblockedandsentto thenew component.

At this point, themediatormaybedetachedandtheold
componentdestroyed.

4.4 Multipr ocessorissues

More and more, modernoperatingsystemsare inter-
estedin scalingto performwell in a multiprocessorset-
ting. Making online reconfigurationefficient for repli-
catedcomponentshasseveralcomplicationsnot yet dis-
cussed.Achieving globalquiescencein amultiprocessor
systemcantakelonger;it is preferableto doswappingon
a per-processorbasis,allowing quiescenceto bereached
independentlyon eachprocessor. Additionally, cross-
processordeadlockmustbeconsidered.A globalobject
translationtablewill causemany crossprocessormem-
ory references;if possiblethe object translationtable
shouldbe replicatedacrossprocessormemory. Finally,
to reducedurationof blocking,statetransfershouldpro-
ceedin parallel. K42’s implementationof online recon-
figurationtakescareto addresstheseissues,andscales
well to many processors,asour resultswill show.

4.5 Summary

Our solution handlescall interceptionand mediation
transparentlyto clientswith externalinterfaces,andsep-
aratesthecomplexitiesof swap-time,in-flight call track-
ing anddeadlockavoidancefrom theimplementationof
the componentitself. With the exceptionof component
statetransfer, theonlinereconfigurationprocessdoesnot
requiresupportfrom thecomponent,simplifying thecre-
ationof componentsthatwish to takeadvantageof inter-
positionor hot-swapping.
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5 Evaluation

In thissection,weevaluateK42’sonlinereconfiguration.
Ourevaluationcomesin two parts.First,wequantifythe
basicoverheadsand latenciesof interpositionand hot-
swapping.Second,we illustratetheuseof onlinerecon-
figuration for dynamicperformanceenhancementwith
severalconcreteexamples.

5.1 Experimental setup

The experimentswere run on two different machines.
Both of them were RS/6000IBM PowerPCbus-based
cache-coherentmultiprocessors.OnewasanS85Enter-
priseServer with 24 600MHZ RS64-IV processorsand
16GB of main memory. The otherwasa 270 Worksta-
tion with 4 375MHZ Power3processorsand512MB of
mainmemory. Unlessotherwisespecified,all resultsare
from theS85EnterpriseServer.

Throughoutthe evaluation,we usetwo separatebench-
marks:PostmarkandSDET.

Postmark wasdesignedto modelacombinationof elec-
tronic mail, netnews,andweb-basedcommercetransac-
tions[28]. It createsa largenumberof small,randomly-
sizedfiles andperformsa specifiednumberof transac-
tions on them. Eachtransactionconsistsof a randomly
chosenpairing of file creationor deletionwith file read
or append.All randombiases,the numberof files and
transactions,andthe file sizerangecanbespecifiedvia
parametersettings.Unlessotherwisespecified,we used
1000 files, 10,000transactions,file sizesrangingfrom
128Bto 8KB, andevenbiases.

SDET executesoneor morescriptsof usercommands
designedto emulatea typical software-developmenten-
vironment(e.g., editing, compiling, andvariousUNIX
utilities). Thescriptsaregeneratedfrom apredetermined
mix of commands,1 and are all executedconcurrently.
It makesextensive useof the file systemandmemory-
managementsubsystems,makingit usefulfor scalability
benchmarking.Throughoutthis sectionwe will refer to
an “N-way SDET” which describesrunningN concur-
rentscriptson a machineconfiguredwith N processors.

5.2 Basicoverheads

Duringnormaloperation,theonly overheadof onlinere-
configurationis the indirection usedto updateexternal
references.In K42, this is doneusingtheobjecttransla-
tion table,which resultsin a singlepointerdereference

1We do not run the compile,assemblyand link phasesof SDET,
since,at the time of this paper, gcc executingon a 64-bit platform is
unableto generatecorrect64-bit PowerPCcode

Operation � seconds

Attach 17.84(0.16)
Componentcall 1.40(0.02)
Detach 4.23(0.49)

Table1: Interposer overhead. Therearethreecostsof interposi-
tion: attach,call, anddetach. Attaching the interposerinvolves ini-
tializing theinterposerandwrapperandupdatingtheobjecttranslation
table.Callsto thecomponentinvolvetwo additionalmethodcallsto the
wrapperobjectandaheapallocation.Detachingtheinterposeronly in-
volvesupdatingtheobjecttranslationtable,makingits foregroundcost
zero;however, any processwaiting for thedetachmustpay the small
overheadof destroying theobjects.Theaveragecostof eachoperation
is listedin clock ticksalongwith its standarddeviation.

on everyexternalcomponentcall. As we discussin Sec-
tion 6.1,K42 alreadypaysthiscostto improvemultipro-
cessorperformance.Theremainderof theoverheadsfor
online reconfigurationare from the specificimplemen-
tationsof interpositionandhot-swapping. Theseover-
headsweremeasuredon the270Workstation.

Inter position: Therearethreeperformancecostsfor in-
terposition: attachingthe wrapper, calling throughthe
wrapper(asopposedto instrumentingthecomponentdi-
rectly), and detachingthe wrapper. To measurethese
costs, we attached,called through, and detachedan
empty wrapper100,000times, calculatingthe average
time for eachof the threeoperations.Sincethe empty
wrapperperformsno operations(simply returningfrom
thePRECALL andPOSTCALL), all of thecall overheadis
dueto interposition.

Table1 list thecostsof interposition.Attachingtheinter-
poseris themostexpensiveoperation,involving memory
allocationandobjectinitialization; however, at no point
during the attachareincomingcalls blocked. Although
detachingthe interposeronly requiresupdatingthe ob-
ject translationtable,theteardown of the interposerand
wrapperis listedasanoverheadfor theprocessperform-
ing the detach. Onesimpleoptimizationto component
calls is to skip the POSTCALL whenever possible. Do-
ing so removesthe expensive memoryallocation,since
nostatewouldbekeptacrosstheforwardedcall (control
canbereturneddirectly to theoriginal caller).

Hot-swapping: K42’s file cache manager objects
(FCMs) track in-core pagesfor individual files in the
system.To determinethe expectedperformanceof hot-
swapping, we perform a “null” hot-swap of an FCM
(swappingit with itself) at points of high systemcon-
tentionwhile runninga 4-way SDET. Contentionis de-
tectedby many threadsaccessinganFCM concurrently.
Although high systemcontentionis the worst time to
swap (sincethreadsare likely to block, increasingthe
durationof themediationphases),it is importantto un-
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Figure4: Null swap. This figurepresentsa histogramshowing the
costof performinga null-swapat contendedpointsin thesystem.For
eachbin, thereis acountof thenumberof swapswith completiontimes
thatfell within thatbin. Onaverage,aswaptook27.57 � s to complete,
andnoswaptook longerthan132.64� s.

derstandthis sortof “worst-case”swappingscenario.

During a singlerun of 4-way SDETthesystemdetected
424pointsof high contention.Theaveragetime to per-
form a hot-swap at thesepoints was 27.57 � s with a
19.78 � s standarddeviation, a 1.06 � s minimum anda
132.64 � s maximum. Additionally, the throughputof
SDETwhile performingnull hot-swapsandthethrough-
put of a normalSDETrun werewithin a standarddevia-
tion. Hot-swappingwhile the systemis not undercon-
tention is more efficient, since the forward and block
phasesare shorter. Performingrandomnull hot-swaps
throughouta4-waySDETrungaveanaveragehot-swap
timeof 10.75 � s.

5.3 Reconfiguration for performance

This section evaluatesfour adaptive performanceen-
hancements,eachimplementedusingonline reconfigu-
ration.

5.3.1 Singlev. Replicated

This experimentusesonlinereconfigurationto hot-swap
betweendifferentcomponentimplementationsfor differ-
ent workloads. We use two FCM implementations,a
singleFCM designedfor uncontendeduse,anda repli-
catedFCM designedto scalewell with the numberof
processors.Although a singleFCM useslessmemory,
it must pay a performancepenalty for cross-processor
accesses.A replicatedFCM createsinstanceson each
processorwhereit is accessed,but at the costof using
additionalmemory.

Figure5 showstheperformanceof eachFCM underboth
Postmark(using10,000files,50,000transactionsandfile
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Figure 5: Single v. Replicated. This figure shows two different
FCM implementationsrununderdifferentworkloads.In postmark,the
single-accessFCM performsbetterbecauseit haslessmemoryover-
headduring the creationanddeletionof files. Conversely, the repli-
catedFCM performsbetterunder4-way SDET becauseit scaleswell
to multipleprocessors.

sizesrangingfrom 512B to 16KB) and24-way SDET.
BecausePostmarkis a singleapplicationthat actson a
large numberof temporaryfiles, the overheadof doing
additionalmemoryallocationsfor eachfile with a repli-
catedFCM causesa 7% drop in performance.On the
otherhand,usingthe replicatedFCM in the concurrent
SDETbenchmarkgivesperformanceimprovementsthat
scalefrom 8% on a 4-way SDET to 101%on a 24-way
SDET. A replicatedFCM helpsSDET becauseeachof
thescriptsrunonseparateprocessors,but they sharepart
of theirworkingset.

K42 detectswhenmultiplethreadsareaccessingasingle
file andhot-swapsbetweenFCM implementationswhen
appropriate.Usingthis approach,K42 achievesthebest
performanceunderbothworkloads.

5.3.2 Exclusive v. Shared

This experimentusesonlinereconfigurationto swapbe-
tweenanoptimizednon-sharedcomponentandadefault
sharedcomponentfor correctness.Wecreatedafile han-
dle implementationthat residesentirely within the ap-
plication. While this improvesperformance,it canonly
beusedwhenanapplicationhasexclusive accessto the
file. Oncefile sharingbegins,an in-server implementa-
tion mustbeswappedin to maintainthesharedstate.

Figure6 shows the performanceof swappingin the ex-
clusive accessoptimizationwhenpossiblein Postmark.
Becausemostof theaccessesin Postmarkareexclusive,
it seesa 34%performanceimprovement.
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Figure6: Common-caseoptimization. Using online reconfigura-
tion, K42 cancacheexclusive file handleswithin the applicationand
swap to a sharedimplementationwhennecessaryfor correctness.A
furtherenhancementis to cachesmall,exclusive files within theappli-
cation’s addressspace.Thisfigurecomparesthesethreesystemconfig-
urations(default, exclusive, andsmallfile cache)usingPostmark.Us-
ing online reconfigurationfor theexclusive caseshows a 34%perfor-
manceimrpovement,while thesmallfile cachingshows anadditional
40%improvementbeyondthat.

5.3.3 Small v. Lar ge

This experimentalsousesonlinereconfigurationto hot-
swap betweena specializednon-sharedcomponentand
a default sharedcomponent. In general,file data is
cachedwith the operatingsystem;however, accessfor
small,exclusivefiles ( 	 3 KB) canbeoptimizedby also
cachingthe file’s data within an application’s address
space.While this incursa memoryoverheadfor double
cachingthefile (oncein theapplication,oncein theOS),
this is acceptablefor smallfiles,andit leadsto improved
performance.

Figure 6 shows the Postmark performanceof three
schemes:thedefaultconfiguration,theexclusivecaching
schemepresentedin Section5.3.2,andapplication-side
caching. We found that hot-swappingbetweencaching
implementationsgives an additional40% performance
improvementover theexclusiveaccessoptimization.

Originally, K42 implementedthis using a more tradi-
tional adaptive approach,hard-codingthe decisionpro-
cessandboth implementationsinto a singlecomponent.
Wefoundthatreimplementingthisusingonlinereconfig-
urationsimplifiedandclarified thecode,andit wasless
time-consumingto implementanddebug.

5.3.4 Sequentialpagefaults

This experimentusesonline reconfigurationto imple-
ment an adaptive pagereplacementalgorithm. An in-
terposedwrapperobjectwatchesanFCM for sequential
pagemappings. If the accessis deemedsequential,it
hot-swapsto a sequentiallyoptimizedFCM thatapprox-

0 1 2 3 4 5 6
20

40

60

80

100

120

140

160

180

Number of concurrent background streams

1−
w

ay
 S

D
E

T
 T

hr
ou

gh
pu

t (
sc

rip
ts

/h
ou

r)

Default FCM
Adaptive FCM

Figure7: Sequentialpagefaults. Oneadaptive pagereplacement
algorithm performsMRU pagereplacementfor sequentialstreams.
This reducesthe amountof memorywastedby streamswhosepages
will never be accessedagain. Using online reconfiguration,K42 can
detectsequentialstreamsandswap to a sequentiallyoptimizedFCM.
Thisfigurecomparesthedefaultpagereplacementto theadaptive algo-
rithm by running1-way SDETconcurrentlywith a numberof stream-
ing applications.Usingtheadaptive pagereplacement,thesystemde-
gradesmoreslowly, reducingthe effect of streamingapplicationson
theperformanceof theentiresystem.

imatesMRU pagereplacement.If this sequentialbehav-
ior ends,theFCM is swappedbackto thedefaultFCM.

Figure7 shows the performanceof 1-way SDET in the
face of competingstreamingapplicationsall run over
NFS. Thesestreamingapplicationsaccessfiles signifi-
cantly largerthanthe512MB of mainmemoryavailable
in the 270 Workstationusedin this experiment. Using
the default FCM, thestreamingapplicationsquickly fill
the pagecachewith uselesspages,incurring the pager
overheadimmediately. This ruins SDET performance.
On the otherhand,usingthe adaptive approach,the se-
quentialapplicationsconsumevery little memory, since
they throw away pagesshortly after using them. This
makesSDET performancedegrademoreslowly, mean-
ing morestreamingapplicationscanberunwhile achiev-
ing thesameperformanceaswith thedefaultFCM.

6 Discussion

This sectionis divided into two parts. First, we discuss
how the supportmechanismsfor online reconfiguration
canbeappliedto existingsystemsand,in somecases,al-
readyhave. Second,we discussopenissuesof a generic
mechanismfor onlinereconfiguration.

6.1 Application to other systems

Many of thesupportmechanismsusedto provideonline
reconfigurationareusefulfor otherreasons,andwereim-
plementedin K42beforeonlinereconfigurationwaseven
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considered.For this samereason,many systemsalready
containseveralof thesupportmechanismsfor onlinere-
configuration.

As is discussedin Section 3, an object-orientedde-
sign leadsto better code structure,cleanerinterfaces,
moremaintainablecode,anda moremodularapproach
that improvesscalability. For this reason,modularap-
proachesand object-orienteddesignsare becomingin-
creasinglycommonin operatingsystems(e.g.,the VFS
layer in UNIX, sharedlibraries, plug-and-playdevice
drivers,loadablemodulesupport).As systemsincremen-
tally addthis modularity, moreandmorecomponentsin
thesystemcanbeswapped.

K42’sgenerationcountwasoriginally designedasaway
to remove thelocksusedto synchronizeobjectdeletion.
Insteadof threadslocking the object when they enter,
they optimistically call the object. When an object is
deleted,the generationis advanced. Oncethe deleted
objectentersa quiescentstate,a garbagecollector can
safelydeletetheobject.We haveworkedwith Linux de-
velopersto adda similar mechanismfor detectingqui-
escence,andLinux now usesit to solve the problemof
safelyremovingkernelmodules.Addingthismechanism
to othersystemscanprovidesimilarbenefits.

K42’sobjecttranslationtablewasoriginally designedas
a way to improve scalability. Replicatedcomponents
canimprove scalabilityby avoiding cross-processorac-
cesses;however, callersmustknow which replicato ac-
cess.In K42, eachprocessorhasa local objecttransla-
tion tablemappedinto thesamevirtual address.When-
evera threadmakesa componentcall throughtheobject
translationtable, its call is directedto the local replica.
Adding a similar level of indirection to other systems
shouldbe straightforward, and it providesbenefitsbe-
yondonlinereconfiguration.

Although the statetransferprotocol has no additional
benefitsbeyond online reconfiguration,this mechanism
is not attachedto any particulardesignof the system.
Adding this final support mechanismto any system
that wishedto take advantageof online reconfiguration
shouldbestraightforward.

6.2 Open issues

Theremainderof thissectiondiscussesopenissuesin re-
alizing agenericmechanismfor onlinereconfiguration.

Genericstatetransfer: K42’shot-swappingmechanism
providesaprotocolfor negotiatingthebestcommonfor-
matfor statetransferbetweenobjects.But, it reliesupon
supportfrom thecomponentsbeingswappedto complete
statetransfer. Ideally, the infrastructurewould perform
the entire statetransfer, making hot-swappingentirely

transparent.While this goalmaynot befully attainable,
it maybepossibleto providemoresupportthanK42 cur-
rentlydoes.

Object creation and management: When a perfor-
manceupgradeor securitypatchis releasedfor a partic-
ular componentimplementation,every instanceof that
componentshouldbe hot-swapped. Additionally, any
placewhereaninstanceof thecomponentis createdmust
alsobeupdatedto createthenew componenttyperather
thantheold one. K42’s “f actory” mechanismfor creat-
ing andtrackingobjectsis still underdevelopment.

Coordinated swapping: While hot-swappingindividual
componentscanprovide several benefits,theremay be
timeswhentwo or morecomponentsmustbe swapped
together. This canbeachievedby having thesetof me-
diatorscoordinatetheir phasetransitions.

Confirming component functionality : Although K42
requiresthat swappedcomponentssupportthe samein-
terface,it makesnoguaranteesthatthefunctionalitypro-
vided by the two componentsis the same. Although it
may be possiblefor componentsto provide annotations
abouttheir functionality, thesystemmusttrustthatcom-
ponentdeveloperscorrectly supportthe claimedor re-
quiredfunctionality.

Interface management: Currently, K42’s onlinerecon-
figurationrequiresthatswappedcomponentssupportthe
sameinterface. While it is straightforward to expand
theseinterfaces(sincetheold interfaceis a subsetof the
new interface),it is currentlynotpossibleto reduceinter-
faces;in particular, it is not possibleto know if anactive
codepathin thesystemreliesuponaparticularpartof the
interface.Currently, K42 relieson componentdeveloper
coordinationto managecomponentinterfacesproperly.

7 RelatedWork

Modifying the codeof a running systemis a powerful
tool thathasbeenexploredin a varietyof contexts. The
simplestandmostcommonexampleof addingnew code
to a running systemis dynamic linking [20]. When a
sharedlibrary is updated,all programsdependenton the
library are automaticallyupdated. It is also possible
to updatethe codein running systemsusingsharedli-
braries;however, theapplicationitself mustprovide this
supportandhandleall aspectsof theupdatebeyondload-
ing thecodeinto memory.

Hjálmtÿssonand Gray describea mechanismfor dy-
namic C++ objects [26]. Theseobjects can be hot-
swapped,and they do so without creatinga quiescent
state. To achieve this, they provide two options. First,
old objectscontinueto exist andservicerequests,while
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all new requestsgoto thenew object.Thisrequiressome
form of coordinationof statebetweenthetwo co-existing
objects. Second,if an object is destroyed, any active
threadswithin theobjectarelost. For this reason,clients
of an objectmustbe able to detectthis broken binding
andretry their request.

CORBA [7], DCE [37], RMI [39], and COM [12] are
all applicationarchitecturesthat supportcomponentre-
placementduring programexecution. However, these
architecturesleave theproblemsof quiescenceandstate
transferto theapplication,providingonly themechanism
for updatingclient references.

Similarly, several distributed systemshave examined
ways to dynamicallyconfigurethe location of compo-
nents, requireing much of the samesupport [4, 31].
Bloom proposesa formal modelof the criteria required
to safely replaceone subsysteminstancewith another
in thecontext of type-safe,distributedenvironments[8].
Someof theanalysissheperformsusingtheArgussys-
temmaybeapplicableto K42’sgenericonlinereconfig-
uration.

Pu,et al. describea “repluggingmechanism”for incre-
mentaland optimistic specialization[38], but they as-
sumethere can be at most one threadexecuting in a
swappablemoduleatatime. In laterwork, thatconstraint
is relaxedbut is non-scalable[13].

Hicks,etal. describeamethodfor dynamicsoftwareup-
dating [25]. In their approach,all objectsof a certain
typeareupdatedsimultaneously;it is not possibleto up-
dateindividual instances,asis possiblewith ourscheme.
Moreover, they requirethattheprogrambecodedto de-
cidewhena safe-pointhasbeenreachedandinitiate the
update.

In addition to the work done in different reconfigura-
tion mechanisms,many groupshave appliedonline re-
configurationto systemsandachieveda varietyof bene-
fits. Many differentadaptive techniqueshave beenim-
plementedto improve systemperformance[2, 21, 29,
30]. Extensible operatingsystemshave shown per-
formancebenefitsfor a numberof interestingapplica-
tions[6, 16, 42]. Technologiessuchascompiler-directed
I/O prefetching[9] and storagelatency estimationde-
scriptors[34] improveapplicationperformanceusingde-
tailedknowledgeaboutthestateof systemstructures.In-
crementalandoptimisticspecialization[38] canremove
unnecessarylogic for common-caseaccesses.K42’son-
line reconfigurationcansimplify the implementationof
theseimprovements,removing the complicatedtask of
instrumentingtheOSwith thenecessaryhooksto do re-
configurationona case-by-casebasis.

K42 is not thefirst operatingsystemto useanobjectori-
enteddesign.Object-orienteddesignshave helpedwith

organization[23, 40], extensibility [10], reflection[47],
persistence[14], anddecentralization[1, 44]. In addi-
tion, K42’s methodof detectinga quiescentstateis not
unique. Sequentis NuMAQ useda similar mechanism
for detectingquiescentstate[33], and recently, SuSE
Linux 7.3hasintegrateda mechanismfor detectingqui-
escencein kernelmodules[32].

8 Conclusions

Online reconfigurationprovides an underlying mecha-
nismfor componentextensionandreplacementthrough
interpositionandhot-swapping. Thesemechanismscan
be leveragedto provide a variety of dynamic OS en-
hancements.This paperidentifiesfour supportmecha-
nismsrequiredfor interpositionandhot-swapping,and
describestheir implementationin theK42 operatingsys-
tem. We demonstratethe flexibility of online reconfig-
urationby implementingan adaptive pagingalgorithm,
two common-caseoptimizations,and a workload spe-
cific specialization.
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