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ABSTRACT

Application frameworks for distributive computing over the
Internet are generaly made up of object models that are
inseparable from messaging protocols. This forces developers to
adopt an “al or nothing” stance when picking which distributed
protocol to use. Conversely, the World Wide Web is a loosely
designed distributive system which has seen rapid adoption by
end users, but poor integration with applications due to the lack of
well defined interfaces and workflow languages. Web services
are the convergence of these two areas, and provide a platform
and implementation-neutral way of doing distributive computing
while leveraging lessons learned from the World Wide Web. This
paper introduces web services and the specifications that deal with
them, and provides an initial report on how web services are being
used within the I-Help project.
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1. INTRODUCTION

A number of distributed programming protocols exist to connect
applications over both local area and wide area networks. Three
widely used protocols include the Common Object Request
Broker Architecture (CORBA) [34] from the Object Management
Group, the Distributed Component Object Model (DCOM)
[40,30] from Microsoft, and the Remote Method Invocation
(RM1) [19] protocol from Sun Microsystems. Each of these
protocols exhibits at least one of the following problems:

*  Non-interoperable with the other protocols

e Language or operating system dependant

»  Vendor specific distributed object model

»  Vendor specific serialization format for message passing

The rise in popularity of the World Wide Web has brought a new
end-consumer driven method of distributed computing.
Distributed calls are made through hyperlinks and encoded in
HTTP messages as GET or POST requests. Responses generated
by the server are sent in HTML over HTTP, and are rendered
immediately by the web browser. Simple processing can be done

to the results of calls using JavaScript or a similar client-side
scripting environment. Message formats tend to vary from server
to server, and scripting implementations are different between
each web browser. This method of distributed computing is
simple and has given way to millions of services being offered
and used around the world.

There is no standardized mechanism to interrogate the web at
large for a list of services available, and no set of standard
interfaces that describe how the services available should be used.
The limited expressiveness and control afforded by HTML and
HTTP means that only simple interoperability between web sites
can be achieved. Cauldwell et a [13] provide a brief overview of
the technologies and techniques that have been used to try and
make HTMLbased web services support a higher degree of
inoperability. In genera, HTML and HTTP-based web services
require complex processing on the client side to understand and
interpret server messages, and are extremely inflexible.

The Extensible Markup Language (XML), widely heralded as the
new lingua franca of the World Wide Web, helps to solve some
of these problems. By providing a standardized, vendor
extensible communication syntax, and a set of modular display
primitives (XHTML), browser interoperability can be achieved.

But how can automated software entities discover and use these
web services? How can data validity constraints, both on the
input and output parameters of aweb service, be enforced? Can a
set of web services be linked together to support business-to-
business transactions and determine higher level process flows?
The answers to these questions have been the continued work of
the World Wide Web Consortium (W3C) Web Services Activity
[24], a set of three working groups devoted to specifying and
supporting XML based web services. Each working group is
made up of members of academia and the information technology
industry, and contributes through the publication of joint
specifications.

This paper is organized as follows. Section 2 gives a brief survey
of the work going on with web services, and presents details on
the major standards and specifications that have been released.
Section 3 outlines the I-Help public discussion system and
describes ongoing work on making this system web service
compatible.  Section 4 presents a preliminary anaysis of the
implementations, and gives reflections on the specifications
involved. Finaly, Section 5 gives a set of conclusions and
recommended directions for future investigation.



2. WEB SERVICES

2.1 Overview

With the creation of a common and extensible syntax for
describing services on the web (XML), a common vocabulary of
how a web service is to be used is required. The W3C Web
Services Architecture Working Group [14] is the principle
investigator of this activity. The group is newly formed (January
of 2002), and is expected to produce severa high level and
technical specifications by the year 2004.

While this suggests that there is currently no singly accepted
architectural model for web services as a whole, a number of
vendors have already begun work on defining how web services
will be used with their products. Myerson [17] provides a
comprehensive overview of the work done in this area, including
submissions that have been made to the W3C Architecture
Working Group. The work done by IBM and Microsoft for the
W3C Workshop on Web Services [35] serves as a good list of
requirements needed for web services. In genera the web service
support model is made up of at least three layers:

*  Wire layer — defines the format of message components
asthey are passed between web service entities.

e Description layer — describes the format of information
in the wire layer through meta data documents.

«  Discovery layer — provides a framework for discovering
the information in the wire and description layers.

2.2 WirelLayer

The wire layer is the lowest layer in the web services framework,
and is made up of components to support the exchange of higher
level services. Components in this layer can be thought of low
level syntax descriptions required for message passing. This layer
is responsible for message routing syntax, simple transaction
support, digital signature and encryption support, quality of
service contracts at the message level, and remote procedure call
marshalling.

This layer has seen an extensive amount of development since
XML was introduced, and has been the base for al web service
development. While a number of protocols have been proposed,
only two have seen widespread adoption. XML-RPC has been
generaly adopted for lightweight services that do not need
complex routing or data typing mechanisms, while the Simple
Object Access Protocol (SOAP) has been adopted for more heavy
weight services. Each protocol defines an XML based message
format, and abstains from enforcing any specific object model
(such as distributed garbage collection). Both have a significant
number of implementations and toolkits available, and are backed
by major vendors such as IBM, Microsoft, and Sun Microsystems.

2.2.1 XML-RPC

The XML-RPC specification [23] was developed by UserLand
Software Inc. in 1999 as a simple information exchange protocol
for the Frontier web server. It is built on top of both HTTP 1.1
and XML 1.0, making it easily understandable for most web
servers. Each XML-RPC request is sent as an HTTP-POST
message, while responses are sent with an HTTP 200 response
message, unless there are low level processing faults (typicaly
this happens when the web server does not understand XML-RPC
and rejects the request). All XML-RPC messages must have
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Figure 1. Web Services Technology Framework

HTTP headers that include the User-Agent, Host, Content-Type,
and Content-Length fields as describe in section 14 of RFC 2616
[5]. The Content-Type must be "text/xml", and the Content-
Length must be correct for the message.

Each XML-RPC request begins with a methodCall element
containing one or more methodName elements. Each
methodName element identifies the service that is being invoked —
this is server dependant, and can include a URI to a script, a
method name, a static object, a database table cell, or some other
program resource. Parameters are each encoded within a param
element as one of seven basic XML-RPC types. Each param



element is listed with order being enforced under a single params
element.

In addition to unnamed basic types, XML-RPC also contains the
notion of a named basic type through the struct element. A struct
is made up of one or more members, each of which contain a
name element which distinguishes the resource name, and a value
element which distinguishes both the type and the value of a
resource. Note that an individua struct does not have a name, but
could be added as a named resource to another struct. Finally,
XML-RPC aso includes a way of representing a set of multi-
typed unnamed resources using the array element. The array
contains a single data element with a set of value elements, each
containing a type resource. Arrays can be recursive, and can
include not only the basic types but structs as well. A complete
mapping of XML-RPC typesto Javatypesisgivenintable 1.

Table 1. XML-RPC to Java Type M appings

XML-RPC Datatype Java Data Type Mapping
<i4 /> javalang.Integer
<int/> javalang.Integer
<boolean /> javalang.Boolean
<string /> javalang.String
<double /> javalang.Double
<dateTime.iso8601 /> javautil.Date
<struct /> java.util . Hashtable
<array [> java.util.Vector
<baseb4 /> byte[]

None javalang.String

Message responses must contain a single methodResponse
element. If the remote call succeeded, the methodResponse
contains a single params element with a single param element
encoded as described previoudly. If the remote cal failed, asingle
fault element is returned. Each fault element contains a faultCode
element that holds an integer, and a faultSring element that holds
a user readable string. The fault element can contain no other
elements.

2.2.2 Smple Object Access Protocol (SOAP)

The Simple Object Access Protocol version 1.0 was started in
1998 by members of Microsoft, UserLand Software Inc., and
DeveopMentor. This was submitted to the Internet Engineering
Task Force as an Internet Draft for XML based communication
over HTTP. Members of IBM Corporation, and Lotus
Development joined in the effort, and version 1.2 (the current
version as of writing) was submitted to the World Wide Web
Consortium as a W3C Note. Just like XML-RPC, SOAP is
information exchange protocol for typed data. Unlike XML-RPC,
SOAP version 1.1 is deliberately decoupled from HTTP. This
alows for developers to implement remote procedure calls in
SOAP over different wire protocols such as smtp/pop3. The only
transport syntax supplied in the specification, however, iSHTTP.

The SOAP specification is made up of three parts. an envelope, a
set of encoding rules, and an RPC convention. The envelope sits
in its own namespace and is made up of a top level envelope

element, a header element and a body element. Headers are a
mechanism for extending the message on the fly. Elements added
under the header are collectively known as "headers', and must be
namespace qualified. They may include attributes that set the style
of encoding, set the intended recipient of the element, or require
that a SOAP processor must understand a given header
processing. The body element holds all data intended for the fina
recipient of the message. All elements contained in the body must
be namespace qualified.

While XML-RPC maintains a set of strict and simple encoded
data types, SOAP provides a large set of data types as well
asproviding a method for devel opers to define their own encoding
styles. Both simple and complex types are defined by the XML
Schema Recommendation (described in section 2.3.1), which are
extended to include an invariant type (data without a given type),
arrays, and compound types. SOAP also alows the developer to
distinguish between values and references, within the scope of the
document. That is, one parameter may just be a reference to
another parameter within a given SOAP message, but a parameter
cannot be a reference to a value that is not included with the
SOAP message.

Invariants are represented as elements containing no type
attribute, and arrays are represented using an arrayType attribute
which is namespace qudified in the encoding namespace. The
arrayType attribute contains both the type of the data in the array,
and the size of the array — SOAP arrays cannot contain mixed type
elements. The SOAP specification also includes mechanisms for
identifying a partially transmitted array, and a sparsely populated
array (an array containing some null elements). Finally, generic
compound types are valid and are implemented by untyped
elements containing typed el ements.

The SOAP specification defines a set of guidelines to follow when
doing RPC:

¢ method calls are modeled as structs which are
identically typed to the method signature

e parameters appear in the same order as supplied in the
method signature

e responses to method calls are modelled as structs, which
contain the return value followed by values for any
parameters passed by reference

If afault occurs, it must be the only element in the body of the
return message. The fault element must contain a faultcode
element and faultstring element similar to those in XML-RPC.
Further, the fault element may contain a faultactor element which
describes which processor caused the fault, and a details element
which contains a list of human readable detail elements (such asa
stack trace).

2.3 Description Layer

The description layer contains formal semantics for describing the
messages that a web service can understand, the restrictions
applied to the data within those messages, the categories or
ontologies that those messages fall into, and the way in which web
services can be combined with one another to support business
workflows.

Data typing is handled by XML Schema, while semantics for web
service interfaces are handled by the Web Service Definition
Language (WSDL). The Resource Description Framework



(RDF), and the Resource Description Framework Schema (RDFS)
allow for creating ontologies by which to categorize messages and
services. The specification most lacking in the web service
framework is that for process and business flow, however, the
IBM backed Web Services Flow Language (WSFL) appears to be
the most popular and widely used syntax at the moment.

2.3.1 XML Schema

XML Schema [22,21] is a complex data typing mechanism for
XML documents. It alows for both the definition of new data
types, and the redefinition or extension of other data types, and
does not force the user to adopt any specific programming
methodology. XML Schema relieves the ambiguities that can be
brought up while using Document Type Definitions (DTDs), the
default data typing mechanism for XML documents. XML
Schema has been widely adopted as the new de facto data typing
mechanism for XML documents.

XML Schemas support vendor defined extensions through the use
of XML Namespaces [11], and provide a mechanism to uniquely
identify individual schema instances. Vendors can define both
simple string based datatypes, or more complex XML document
fragment datatypes. Datatypes can be extended or restricted
through the use of twelve data type facets, and forty-four default
simple types.

2.3.2 Web Services Definition Language (WSDL)

The WSDL is analogous to Java interfaces, C++ header files, or
the CORBA Interface Definition Language (IDL). It defines a
grammar for describing the endpoints, inputs, and outputs of a
web service. Typicaly WSDL files are given to developers when
applications that use a specific web service are created. A web
service can adso be queried for its WSDL descriptions,
facilitating run time inspection.

Messages between web services are broken up into part elements
which are represented by named document fragments. Operations
are named entry points into a web services and are described as
portTypes elements. WSDL defines four different types of
transmission primitives:

. One-way, client initiated with no response

*  Request/Responsg, client initiated with server response

»  Solicit/Response, server initiated with client response

*  Notification, server initiated with no response

XML Schema is used as the default data typing mechanism, but
other data typing languages can be substituted. Services can be
bound to different messaging protocols as well, such as SOAP
messages or HTTP GET URLSs.

Box 1 provides an example of a Request/Response WSDL
definition that defines a method GetMessage that tekes a single int
as an input parameter and returns a single string as the element
TextMessage.

1 XML syntax can be extremely verbose, especially when using
namespaces. Examples provided in this paper are meant to help
the reader understand the basic issues but will not always be
well-formed or fully specified.

Box 1. WSDL Definition Example

<?xm version="1.0" encodi ng="UTF-8"?>

<defini ti ons name="Forum\essages" ... >
<!-- Define data types -->
<types>

<el ements name="nessage" type="string" />
<el ements name="nessageNunber" type="int" />
</types>

<!-- Define input paranmeters -->
<nmessage name="Cet Messagel nput ">

<part nane="body" el ement="nmessageNunber"/>
</ message>

<!-- Define output paraneters -->
<message name="Cet MessageCut put ">

<part name="Text Message" el ement ="nmessage"/>
</ message>

<!-- Define ports (methods) -->
<port Type nane="Cet MessagePort">
<operati on name="Cet Message" >
<i nput nmessage="GCet Messagel nput" />
<out put message="GCet MessageQut put" />
</ operati on>
</ port Type>

</ definitions>

2.3.3 Resource Description Framework (RDF)

The Resource Description Framework (RDF) [38] is a
specification produced by the W3C Semantic Web Activity, and is
meant to define a grammar that can be used to semantically mark
up web resources. Its role within the web services framework is
fuzzy, but it has been suggested for use in both the description
and discovery layers. An RDF document describes any resource
that is identified by a URI (such as a web service endpoint) by
creating a directed acyclic graph where edges are predicates and
nodes are either subjects or objects. This alows for RDF
statements to be viewed as an entity-relationship diagram. Figure
2 shows an example definition of a web service endpoint done in
RDF.

RDF documents are seen as key to providing useful metadata on
the web, and as essential to the semantic web movement [39].
With RDF Schema[2], a type declaration mechanism for RDF
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Figure 2. RDF Statement Example

documents, web services can be marked up as to which ontology

they belong to. RDF statements can have multiple syntaxes
including the graphical syntax shown here, and a more common
XML based syntax.

2.3.4 Web Services Flow Language (WSFL)

The Web Services Flow Language (WSFL) [28] is a specification
created and supported primarily by IBM. It defines both the
interaction of web services to one another, and the mapping
between this interaction and business processes models. It builds
upon WSDL by connecting entry points into a directed graph and
relating them to business processes. This allows for aweb service
to describe a set of messages and the ordering among them to
define a transaction. Workflow documents typically encompass
several different web services.

A number of other web service flow grammars are available,
including the Business Process Modeling Language (BPML) [9]
from the Business Process Management Initiative, and XFLOW
[27] from Microsoft.

2.4 Discovery Layer

The discovery layer encompasses processes and protocols by
which web services can be discovered either by searching through
their metadata (discovery), or by determining the metadata of a
web service that is already defined (introspection). This area of
web services is the least defined, and is aimed primarily at
business-to-business transactions.

While there are no specifications available for introspection, the
Universal Description, Discovery, and Integration (UDDI)
specification [15] is appropriate for supporting the discovery
mechanism.  Essentidly, the UDDI service is a centralized
repository of description layer specifications built much like the
Domain Name System (DNS). UDDI registrations can either be
on aglobal scale or deployed within local intranets. UDDI entries
include web service entry points and associated metadata
published in one or more taxonomies. Currently standardized
classification schemes, such as the Standard Industrial
Classification (SIC) or North American Industrial Classification
System (NAICS), are accepted, as well as vendor specific
classifications such as Microsoft's geographical classification
system GeoWeb [18]. Data is stored in three different forms;
white pages for human readable descriptions of the services,
yellow pages for services indexed by classification, and green
pages for technical information about the services. Currently four
companies provide public UDDI naming services including
Hewlett-Packard, International Business Machines, Microsoft,
and SAP America

3. I-HELP

An ongoing research project in the Advanced Research for
Intelligent Educational Systems (ARIES) laboratory a the
University of Saskatchewan is the use of online peer help systems
to facilitate learning. This system, called I-Help is made up of
two parts, a private discussions agent-based system and a public
discussions web based message board environment. Motivations
and afull discussion of the I-Help system are given in [25,20].

Currently the I-Help public discussions system has the interface,
content, and service definitions al included in one web site.
Users access a set of HTML pages in a four framed interface, and
can view and post messages with the aid of JavaScript functions
provided. Client requests are sent to the web server where an
Oracle 8i PLSQL script controls transactions and composes
appropriate HTML responses.

This implementation has shown itself to require high
maintenance, as there is no logical separation of the components
used, forcing each support staff member to know about
presentation, database, transaction, and overall flow details to
ensure a working product. In addition to the overhead on staff,
various implementations of client side scripting have lead to
inconsistent and sometimes crippled user interfaces on popular
web browsers such as Mozzila and Internet Explorer [3,37].
Since complex web pages are browser dependant, every change to
one layer of presentation must be tested for compliance on each
browser.

A number of reasons have motivated the investigation of
redeploying I-Help asaweb service. These include desiresto:

¢ Decouple content, workflow, and presentation

¢ Allow ubiquitous access through a variety of devices
(Desktop computer, PDAS, etc.)

e Facilitate access to public discussion messages by
intelligent agents, which currently requires direct
database access, or complex HTML parsing algorithms
to decouple the content from the human readable
presentation

* Allow for other ingtitutions to extend services as needed
for both research and support services, without affecting
other institutions are users

4. I-HELP ASA WEB SERVICE

4.1 Description of Implementation

Initial work has been done on redeploying the I-Help public
discussions as a web service, with the goal of providing access to
the public discussions to users running the Windows CE platform.
Specificaly, a web service client for the Compag iPAQ device
was implemented using the Personal Java programming language.

The focus with this client implementation was on the wire layer.
Both the XML-RPC and SOAP protocols were explored, and
were compared to the Java RMI protocol for performance.

The XML-RPC protocol was implemented with the use of the
Helma XML-RPC libraries, now part of the Apache XML project
[7]. These libraries alow for automatic conversions of XML
encoded objects into corresponding Java instances. There is no
built in mechanism to pass complex types between the caller and
the web service  Instead, the programmer must handle
reserialization of the object from data files passed from the library



as a Hashtable. Both synchronous and asynchronous message
passing is available.

The SOAP protocol was implemented with the use of the Apache
SOAP 2.2 libraries, also part of the Apache project [32]. These
libraries have seen constant growth since the initid SOAP
specification was released, and allow for a number of time saving
measures for programmers. The libraries contain automatic
conversions for al of the built in Java primitives and a number of
other core classes. In addition, a mechanism for automatically
converting any object that conforms to the Bean framework
standard [31] is included, so developers spend less time writing
conversion utilities. Finally, the Apache SOAP libraries support
the SOAP with attachments specification, which alows for the
passing of binary data with SOAP messages.

The server component of the implementation was made by using
the XML-RPC webserver packaged with the Helma libraries, and
by setting up the SOAP library as a servlet running on Apache
Tomcat.

4.2 Analysisof Implementation

Several metrics are of interest when examining the
implementation. First, the speed at which a message can be sent
and responded to is paramount. Three different kinds of remote
method call messages that were tested:

e No parameter, smple return

e Simple parameter, simple return

e Complex parameter, complex return
Initial reports on the experiment are in [29], and are summarized
in the figure 3. Analysis of variance (ANOVA) within a 95%
confidence on the collected data suggests that each protocol speed
is significantly different from the others. As an average, the RMI

protocol is approximately twice as fast as the XML-RPC protocol,
and almost twenty-one times faster than SOAP.

350
@ RMI
300 m XML-RPC
m SOAP
250
£200
()
E150
|_
100
50
0 |
No Primitive Complex
parameter  parameter  parameter
Request type

Figure 3. Protocol timing test aver ages

In addition to repeated requests, it is useful to note that first run
startup times also vary tremendously between the three tested

protocols as well. While RMI has no measurable startup speed,
the first XML-RPC request took well over 500 milliseconds, and
the first SOAP request took over 12,000 milliseconds. These
numbers are limited to the default deployment used, and the
Apache SOAP libraries alow for more advanced mechanisms of
controlling when objects should be loaded.

Some programmers will likely want to minimize overhead by
implementing their own library to handle XML-RPC and SOAP
requests. SOAP messages tend to be both larger in size and more
complex. A typical I-Help Public Discussions request message is
approximately three times the size in SOAP over XML-RPC. In
addition, the SOAP message uses namespaces and attributes while
the XML-RPC message only uses elements. This allows custom
library developers to optimize XML-RPC parsers by including
only partial XML parsers, ignoring attributes and namespaces.

Findly, two simple comparisons can be made between the two
library frameworks that were used. The Helma XML-RPC
libraries were a light 64 kilobytes, including a small parser
suitable for servicing XML-RPC requests. The Apache SOAP 2.2
libraries, however, require over 200 kilobytes of core files as well
as over 500 kilobytes of support files (including the XML parser,
been activation framework, etc.).

4.3 Implementation Conclusions

Most distributed protocols, such as RMI and CORBA, compress
messages by using a binary format that is determined by the
specification. To fit into the web paradigm, XML was designed
to be human readable and writable, and was not optimized for
transport. It was also designed to be a non-application specific
method of marking up data. This makes XML based messages
both bigger to transmit and slower to parse than most other
distributed computing message formats.

The absolute poor performance by the SOAP protocol makes one
question why it is the most popular wire protocol for web
services. While XML-RPC is good for simple distributed calls,
the SOAP protocol is more extensible and alows for greater
expression. Through the use of namespaces, SOAP alows
developers to easily import new data types in excess of those
dready supported by the XML Schema recommendation. XML-
RPC only allows devel opers the use of the nine built-in types, and
all other types must be combinations of those. SOAP also alows
for the attachment of binary data, while such data must be
character encoded in XML-RPC adding significant size. Finally,
XML-RPC does not alow the calling of distributed methods with
no return values (one way), which SOAP is specifically targeted at
both messaging and remote procedure call frameworks.

Limited work has been done on re-implementing the SOAP
version of this client using Microsoft Embedded Visua C++ and
the PocketSOAP [26] COM libraries. Initial results suggest that
implementation and operating system interoperability be achieved
easily, aslong as interfaces are well defined (i.e.: have appropriate
WSDL pages). While no quantifiable comparisons have been
done with this implementation yet, it is unlikely speed gains will
bein excess of those provided by competing binary protocols.

5. DISCUSSION AND FUTURE WORK

The web services framework is a rapidly evolving set of
specifications and protocols meant to facilitate easy platform and
implementation agnostic communication.  The three layers



described make up the core of the activity in the area, and are
backed by a variety of vendors including Microsoft, IBM, Sun
Microsystems, Hewlett-Packard, etc.

The layer that has seen the most activity is the wire layer, with
two popular protocols. Over fifty implementations of the XML-
RPC protocol exist [8], while more than eighty implementations
of the SOAP protocol exist [1]. The World Wide Web
Consortium XML Protocol Working Group is critical in
continuing the development of SOAP as the XML Protocol, and
have released a number of preliminary of requirements documents
[10,16,6]. In addition, there are groups looking at defining
mappings from typical distributed computing protocols to both
SOAP and XML-RPC, such as the Java Community Process
group JSR 101 [12].

Web service metedata is key to supporting interoperability
between vendors. While technologies such as XML Schema and
WSDL define the application programming interfaces for
individual web services, workflow languages such as WSFL
describe how web services can be linked together. Finally,
ontology categorization to help facilitate the Semantic Web effort
is handled by using RDF and RDF Schema. Initial efforts at
supporting the searching and discovery of web services have been
facilitated through centralized UDDI servers. UDDI is not
provided through the W3C as most of the web service definitions
are. Itisexpected that as the semantic web effort grows, the W3C
will more clearly define how RDF data stores can be used with
UDDI.

The web service implementation discussions provided in this
paper are a few of the initial observations. The focus to date has
been amost exclusively at the wire layer of the web service
framework. Once in place, investigations on how RDF data stores
and semantic web agents can access these services
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